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Abstract

With the recent development of the Internet of Things (IoT), security has become crucial
because much personal information is being stored and shared on a broad scale. One of the
central issues in the network security provision is how legitimate parties can share secret keys
in advance in a secure manner. Nowadays, public-key cryptography has been primarily used
for the key distribution system (KDS). Nevertheless, as the security of public-key cryptography
relies on mathematical complexities and assumptions about the computing power of a possible
eavesdropper, it becomes vulnerable due to the discovery of new computational technologies,
especially the recent advancement in quantum computing and artificial intelligence.

a technology that is based on the fundamental laws of quantum physics, has recently
emerged as one of the solutions for secure key distribution. allows legitimate parties
to share secret keys frequently and efficiently so that unconditional security can be achieved,
which may revolutionize the protection way of information exchange in the future. In practice,
the achievable distance for[QKD]over optical fibers and terrestrial FSO|has been limited to a few
hundred kilometers, especially for mobile users. Considering the future scenario where
would be implemented globally for a wide range of applications, satellite-based be-
comes a viable solution for global security service.

Satellite-based systems can be classified into two different schemes: prepare-
and-measure or the scheme to distribute secret keys between two ground stations
(Alice and Bob). In the scheme, the satellite establishes two keys between itself (Charlie)
and Alice and Bob, respectively. The satellite, which acts as a single trusted node, combines
these two secret keys with a mathematical operation and broadcasts it. On the other hand, in
the scheme, the trusted requirement of the satellite can be relaxed because Alice and Bob,
without the involvement of the satellite, can agree on the final secret keys after independently
measuring received quantum states. The[EB|scheme is more suitable for implementing a global-
scale network.

From this perspective, this dissertation presents a new design concept for satellite-based
IFSOJQKD| using scheme to provide a less complex and low-cost implementation. Firstly,
I design the proposed satellite-based systems for Low-Earth orbit satellites
and investigate the feasibility of a case study for the Japan QKD network using the existing
Starlink satellite constellation. The satellite can benefit from the low channel loss;
nevertheless, its coverage is limited. A promising solution is combining geostationary orbit
(GEO) and [LECQ| satellites for the global-scale network. Therefore, secondly, I present
a novel satellite-based that uses and satellites. The proposed systems
can support multiple mobile users. Then, based on the design criteria for the proposed system,
the feasibility of a case study for Japan[QKD|network using the existing satellite and [LEO]
satellite constellation to provide QKD service for legitimate users in Japan. Moreover, the secret
key performance of the proposed system is also given based on the design criteria of transmitters
and receivers. Monte Carlo (M-C)) simulations are performed to verify analytical results.




Chapter 1

Introduction

1.1 Motivation of Study

[QKDis a cryptographic method for establishing secret keys between two parties for encryp-
tion. Today’s interest in arises primarily from rapid progress in quantum computing. The
conventional secret key distribution systems are based on public-key cryptography, where key
security is protected by the computational complexity of solving mathematical problems. The
development of quantum computing would thus make deployed key distribution systems obso-
lete, potentially leading to a fatal breakdown of the current communication infrastructure [/1f].
Unlike public-key cryptography, [QKD|offers information-theoretic security guaranteed by quan-
tum mechanics, i.e., the secret key generated from a QKD protocol will remain secure even if an
adversary has unlimited computing power. Thanks to [QKDJs characteristics, [QKD] has rapidly
matured into a commercial technology since the first proposal emerged in 1984 by Bennett and
Brassard [2]. Many commercial offerings are now available from worldwide vendors, such as
Quintessence Labs, Qasky Quantum Science Technology, and ID Quantique [3]. The potential
applications of QKD include securing critical infrastructures, financial institutions, and national
defense.

While[QKD|has achieved remarkable progress in the optical fibers [4-8]], and terrestrial[FSOJ
systems [9HI6], satellite-based systems, which is a possible solution to increase
the range of QKD for a successful global-scale quantum network for both fixed and mobile
users (e.g., autonomous vehicles, unmanned aerial vehicles), has attracted much recent research
effort [[17H25]]. A milestone was reached in 2017 with the first complete satellite-to-ground
QKD implementations realized with the Chinese satellite Micius- the world’s first quantum
communication satellite [[1]. Later the same year, satellite-based FSO/QKD systems were also
implemented by a payload on board the Tiangong-2 space laboratory [26]]. After that, the Micius
satellite was used to generate the cryptographic key for the stations in Vienna and Beijing in the
first intercontinental quantum-secured communication, thus opening the era of satellite-based
[27].

satellites have been mostly used to implement satellite-based [FSOJQKD|[1]] due to their
benefit from the low channel loss. Nonetheless, its coverage is limited [28]]. The coverage can
be extended by multiple LEOs organized into a constellation. However, the key relaying/routing
in the network among LEO satellites would bring new security concerns. While a[GEQ|satellite
situated at 35,786 km in altitude can solve the coverage problem, the system suffers from a high
path loss and limited key rates. Therefore, combining and satellites is an attractive
research direction for implementing global-scale networks.

Satellite-based systems can be operated in two schemes: and [EB| schemes.
In the scheme, quantum states are sent between a satellite and a ground station. The satel-
lite, which acts as a single trusted node, establishes a secret key between the satellite itself and
Alice (the first ground station) and, afterwards, a second key between itself and Bob (the second
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Figure 1.2: A global-scale QKD network using LEO satellite constellation and GEO satellites.

ground station). Then, the satellite combines these two secret keys with a mathematical oper-
ation and sends them to Alice and Bob [29]]. The scheme differs from the scheme by
relaxing the trusted requirement and processing payload from the satellite. In the scheme,
Alice and Bob will simultaneously receive quantum states sent by satellite. Without the involve-
ment of the satellite, Alice and Bob can then agree on the final secret keys [19]. This scheme
is more suitable for implementing a global-scale QKD network.

In the scheme, depending on how quantum states are represented, there are two main
approaches to implementing QKD systems: discrete-variable QKD and continuous-
variable QKD (CV-QKD). Entangled photon pairs are sent from the satellite to Alice and Bob in
entanglement-based DV-QKD. Alice and Bob then independently measure the received photons
using single-photon detectors [27,/30]. The deployment of DV-QKD systems is, nevertheless,
limited by the difficulty in generating entangled photon pairs and the expense of single-photon
detectors [31]]. In addition, is also incompatible with standard optical communication
technology [32]. Compared to [DV-QKD| [CV-QKD]is easier in terms of implementation as it is
compatible with the standard optical communication technology [33]]. In the the
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satellite generates a two-mode entangled state and sends it to Alice and Bob. These legitimate
users then use coherent detectors, which operate faster and more efficiently than single-photon
detectors [31,[34]. However, the weakness of CV-QKD is the requirement for a sophisticated
phase-stabilized local light for coherent detection. It leads to a high cost for deploying CV-QKD
systems [35]].

In this dissertation, to provide a simplicity and cost-effective implementation for satellite-
based[FSOQKD]|systems using the [EB|scheme, we consider non-coherent CV-QKD by employ-
ing dual-threshold (DT)/direct detection at receivers without the phase-stabilized local
light or expensive single-photon detector. In addition, instead of only support for two legitimate
users, we also focus on designing a system that can support multiple users. This implementation
could join hands to enable the global coverage of QKD networks.

1.2 Contributions

The primary focus of this dissertation is the design, modeling, and performance analysis in
terms of secret-key rates of the simplicity and cost-effectiveness implementation for satellite-
based systems. The major contributions of the dissertation are summarized as fol-
lows

1. Firstly, we propose a new design concept of satellite-based IQKD|systems by apply-
ing non-coherent detection for the scheme based on the BBM92 protocol [36]]. This

conventional protocol is the most popular protocol, also used in the Micius
satellite to provide secret keys for ground stations [30]. Our proposed concept provides a
less complex and low-cost implementation of the BBM92 protocol for [EB] satellite
systems by applying non-coherent[CV-QKD] In the system model and analysis, the atmo-
spheric channel between satellite and legitimate users is characterized by considering the
geometric spreading loss, atmospheric attenuation, and atmospheric turbulence-induced
fading.

2. Secondly, to solve the limited coverage problem of systems using satel-
lites, we provide a novel system that uses and satellites. We also

focus on designing a system that can support multiple mobile users, which opens the
potential to establish a global-scale network.

3. Finally, based on the design criteria for the proposed satellite-based [FSOJ[QKD]| systems,
we investigate the feasibility of a case study for Japan’s network using the existing
satellite and [LEQ]satellite constellation to provide service for legitimate users
in Japan. Moreover, the secret-key performance of the proposed systems is also given
based on the design criteria of transmitters and receivers. simulations are performed
to verify analytical results.

1.3 Dissertation Organization

The remainder of the dissertation is organized as follows.

Chapter [2] provides the relevant background of the study. In particular, the motivation for
QKD, QKD implementation, prominent QKD protocols, and satellite-based are in-
troduced. Recent developments of satellite-based and opening issues are also pre-
sented.

Chapter[3] chapter[d] and chapter [5|focus on key contributions of this dissertation:

1. In chapter [3] a new implementation for satellite-based systems using non-
coherent [CV-QKD)] protocol inspired by the BBM92 protocol for [EB|scheme is proposed.

3
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This implementation is less complex and possibly cheaper than current and
ones. The performance of the proposed system is modeled and analyzed in the
context that a satellite distributes secret keys to two legitimate users. The content of this
chapter was presented in part in

(a) Minh Q. Vu et al., “Entanglement-based satellite FSO/QKD system using dual-
threshold/direct detection,” ICC 2022 - IEEE International Conference on Commu-
nications, Seoul, pp. 3245-3250, May 2022.

(b) Minh Q. Vu et al., “Toward practical entanglement-based satellite FSO/QKD sys-
tems using dual-threshold/ direct detection,” in /EEE Access, vol. 10, pp. 113260-
113274, Oct. 2022.

2. Chapter [ proposes designing a global-scale satellite-based system using a
satellite as a secret key source and satellites as trusted relay nodes to amplify

and forward the signal from the source to multiple legitimate users on earth. The non-

coherent protocol with [DTYDD] receivers inspired by the BBM92 protocol for

scheme is employed. The content of this chapter was presented in part in

(a) Minh Q. Vu et al.,”“A Proposal of satellite-based FSO/QKD system for multiple
wireless users,” IEICE International Conference on Emerging Technologies for Com-
munications (ICETC), Waseda, Japan, Nov. 2022.

(b) Minh Q. Vu et al.,“Design of satellite-based FSO/QKD systems using GEO/LEOs
for multiple wireless users,” in IEEE Photonics Journal, vol. 15, no. 4, pp. 1-14,
Aug. 2023, Art no. 7303314.

3. In the approach of the satellite-based system in chapter 4] the eavesdropper
may possess valuable information about the secret keys by analyzing received signals
from satellites in the scheme. A feasible approach is using a network coding-aided
hybrid EB/PM scheme, which can reduce the transmission phases (in the[PM|scheme) and
prevent to leak the useful information about the secret keys to potential eavesdroppers (in
the scheme). Chapter [5] presents this approach by implementing protocol
with[ DTYDD]receivers inspired by the BBM92 protocol for[EB|scheme to distribute shared
secret keys to multiple users located in distant locations. The content of this chapter was
presented in part in

(a) Minh Q. Vu et al.,“Network coding aided hybrid EB/PM satellite-based FSO/QKD
systems,” 2023 International Technical Conference on Circuits/Systems, Computers,
and Communications (ITC-CSCC), Jeju, Jun. 2023.

(b) Minh Q. Vu et al.,“Satellite-based quantum key distribution: hybrid EB/PM scheme-
assisted multiple users,” Under Review.

4. In all three chapters, the system performance is analyzed, considering the spreading loss,
atmospheric attenuation, and turbulence. Based on the design criteria for the proposed
system, we investigate the feasibility of a case study for the Japan QKD network using
the existing GEO and LEO satellite constellation. In addition, the secret-key rate per-
formance of the proposed system is investigated, and simulations are performed to
verify analytical results.

Finally, chapter 6] concludes the dissertation with a summary and outlook on future research
directions.




Chapter 2

Background of Study

2.1 Introduction of Quantum Key Distribution

2.1.1 Motivation of Quantum Key Distribution

Cryptography is the art of enabling confidentiality, integrity, and authentication to legitimate
parties. Cryptography has been used for thousands of years to protect secret information against
changing, stealing, and unauthorized access by adversaries. Nowadays, cryptography is of the
utmost importance when our sensitive personal financial and health data and commercial and
national secrets are frequently transmitted through the Internet with the rise of recent trends in
the Internet of Things.

There are two kinds of cryptography: symmetric and asymmetric (public key). In symmet-
ric cryptography, both the sender and receiver must use the same secret key for encryption and
decryption. Generally, symmetric cryptography is widely used thanks to its simplicity and effi-
ciency. The central question is how the sender (Alice) and the receiver (Bob) share a secret key
in advance. It is called the key distribution problem, which is the major difficulty of symmetric
cryptography. With the development of the Internet with its billions of users, distributing secret
keys has become much more difficult and impractical.

Public-key cryptography, which uses two different keys for encryption and decryption, of-
fers a solution to deal with this key distribution problem. Suppose Alice wishes to send Bob
a secret key using public-key cryptography. Bob must generate two cryptographic keys, one a
public key and the other a private one. Once Bob has generated his keys, he publishes the public
key so that anybody can access the key and keeps the private key secretly. Alice then obtains
Bob’s public key and encrypts the secret key she wishes to send Bob, using Bob’s public key to
perform the encryption. Since the public key and the encoded message are the only information
available to an eavesdropper, it will not be possible to recover the message.

On the other hand, Bob has additional information not available to an eavesdropper, the
private key which helps Bob recover the secret key sent by Alice. The security of public key
cryptography relies on unproven mathematical assumptions about the difficulty of solving fac-
toring extremely large numbers. With current computing power, the adversaries can only extract
the key in a feasible amount of time. However, with the discovery of new computational tech-
nologies, especially the recent advancement in quantum computing and Artificial Intelligence
(AD), the security of public-key cryptography becomes susceptible. In particular, when an n-
qubit quantum computer can be realized, it would bring as much as 2" computational power
potential compared to the binary-bit computers. A possible exponential increase in computa-
tional power, together with the huge potential of Al, would critically menace the integrity of
public-key cryptography.

Quantum key distribution (QKD), a key agreement protocol based on the law of physics, is
considered a promising method to distribute secret keys securely and overcome the possibility
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of efficient quantum computers. The quantum no-cloning theorem implies that an unknown
quantum state cannot be cloned reliably [37]. If Alice distributes a key via quantum signal,
there is no way for the eavesdropper (Eve) to clone the quantum state reliably to make two
copies of the same quantum state. If Eve tries to eavesdrop in QKD, she will unavoidably
introduce disturbance to the quantum signals. Alice and Bob will then detect this disturbance.
They can discard such a key and try the key distribution process again. An important advantage
of QKD is that Eve has no classical transcript to keep once a QKD session is over since the
communication is quantum. Therefore, Eve must break a QKD session in real time, or it will
be secure forever. It is different from conventional key distribution schemes. QKD promises
unconditional security [38-40], i.e., guaranteeing security without imposing any restriction on
the power of eavesdroppers.

2.1.2 History of Quantum Key Distribution

Based on earlier ideas by Wiesner [41]], the first complete protocol using polarized
photons was proposed by C. H. Bennett and G. Brassard in 1984. This protocol is called BB84,
after the initials of the two inventors and the year [2]]. In this protocol, the uncertainty principle
of quantum mechanics plays an essential role. The key information is encoded into states of a
single photon. Shortly afterward, there were two additional milestones in 1992. The first one
is the invention of the BBM92 protocol using entangled photon pairs was proposed by Bennett,
Brassard, and Mermin in 1992 [36]]. The second one is the very first in-principle experimental
demonstration [42]. Besides these protocols making use of polarized photons (i.e., discrete-
variable QKD), a new family protocol in which the key information is encoded in the continuous
quantum variables conveyed by the amplitude and phase of weakly modulated light pulses was
proposed in the 2000s [43]]- [46]. This family protocol is called continuous-variable QKD.

After these foundation works, the concept and feasibility of QKD attracted a great deal of
interest from academia and industry. Improved from the first experimental demonstration, QKD
had been implemented successfully in both wired, i.e., optical fiber [47]- [49], and wireless,
i.e., free-space optical (FSO) communication links [9]- [[13]. These implementations demon-
strated that QKD could be sufficiently robust for real-world implementation. Recently, the
distance of the QKD-based optical fiber system has been pushed to 500 km using ultra-low
loss fiber [SOL51]]. QKD-based FSO system also archives a recent landmark accomplishment of
quantum satellite QKD experiment in 2017 over 1200 km by China [26] and 7600 km between
China and Austria [27]. In Europe and many other countries, such as the U.S., Canada, Japan,
and Singapore, there are ongoing satellite-based quantum communications efforts [52]- [55].
Commercial QKD systems are currently available on the market by several companies which
pioneered this field, e.g., ID Quantique of Switzerland, BBN Technology of the U.S., MagiQ of
the U.S., and Toshiba Corporation of Japan. Several institutes, such as European Telecommu-
nication Standards Institute (ETSI), International Organization for Standardization (IOS)), and
International Telecommunication Union (ITU)), have made significant attempts to address the
standardization issues in QKD.

QKD has been used for many real-life applications. In 2007, QKD protected a Swiss elec-
tion against hacking and accidental data corruption [56]. In 2010, a critical communications
link was protected by QKD for the duration of the 2010 FIFA World Cup competition in Dur-
ban [57]. It was the first time using QKD at a world public event. In 2017, a QKD-protected
video conference between China and Austria using the quantum satellite Micius as a trusted re-
lay was held [27]]. Shortly, QKD can be widely used to ensure long-term security for numerous
users in the government, financial, and energy industries.
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(e.g. the Internet)

Shared
secret key

Figure 2.1: Generalization of the QKD system architecture.

2.1.3 Overview of Quantum Key Distribution Systems

QKD allows two legitimate parties (Alice and Bob) to share random and secret keys later
used to encrypt and decrypt secret messages. The QKD system architecture generalization is
shown in Fig. 2.1} Alice and Bob need to use two channels: the quantum channel and the
classical channel. The quantum channel allows them to share the key information encoded by
quantum signals. Otherwise, the classical channel is needed for the key sifting process and per-
forming information reconciliation to correct erroneous bits in the shared key by error correction
techniques and privacy amplification to produce a new shorter key based on hash functions in
such a way that eavesdroppers have negligible information about the new key. Specifically, the
general steps of a QKD protocol for distributing secret keys between two legitimate parties are
summarized as follows

e Quantum state transmission and measurement: Alice and Bob use the quantum channel
— Step I: Alice encodes key information based on the uncertainty of quantum mechan-

ics depending on a specific QKD protocol.

— Step 2: Alice transmits encoded key bits to Bob over a quantum channel.
e Post-processing procedures: Alice and Bob use the classical channel

— Step 3: The classical channel is authenticated. It means that Alice and Bob identify
themselves. Bob discloses to Alice the time instants that he could detect the encoded
key bits, forming their shared raw keys.

— Step 4: Alice discloses to Bob her encoding schemes on the key bits he detected,
forming their shared sifted keys.

— Step 5: Alice and Bob public a random sample of their shared sifted keys and per-
form information reconciliation, which use error correction techniques to identify
and remove erroneous bits.

— Step 6: Alice and Bob perform privacy information, which uses hash functions to
produce a new, shorter key so that Eve has only negligible information about their
shared secret keys.
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2.2 Quantum Key Distribution Implementation

2.2.1 Encoding-Decoding

Owing to how the key information is encoded in the properties of light and what correspond-
ing detection techniques require, there exist two implementation methods of QKD protocols:
discrete-variable (DV) and continuous-variable (CV).

2.2.1.1 Discrete-variable (DV)

DV-QKD is the earliest and simplest form of QKD. In DV-QKD, the key information is
typically mapped to discrete features, such as the polarization of a single photon [2]]. DV-QKD
achieves unconditional security by employing the no-cloning theorem and theorem on the in-
distinguishability of arbitrary quantum states. The standard unit of DV-QKD is the quantum bit
(often called a qubit). A classical bit is either O or 1. However, the situation is more complicated
for a qubit. The qubit can be written as a linear combination (often called a linear superposition)
of an orthonormal basis (|bg), |b1)) as

|9) = dolbo) + d1|b1), .1

where |¢) is the standard quantum mechanical notation for a vector in a vector space. 1 is
a label for the vector. The |.) notation indicates that the object is a vector. It is important to
notice that to get information out of a qubit, we have to measure it. After we measure this
qubit, its state will jump to either |bg) or |b1). Measurement of the qubit perturbs its coherent
superposition. The probability of its state being |bg) is |do|?; the probability of |by) is |d1]|?.
Naturally, |do|? + |d1|?> = 1, since the probabilities must sum to one. Now, for example, we
connect the classical bits 0 and 1 to the basis vectors. We associate the |by) vector with the state
|0) and the |b1) vector with the state |1). Two states |0) and |1) can correspond to the states 0
and 1 for a classical bit. When we measure the qubit, we obtain 0 with probability d3 and 1 with
probability d?.

Let’s consider an example of two legitimate parties exchanging a secret message using the
discrete variable. The sender (Alice) wants to send a secret message to the receiver (Bob). Alice
measures qubits using her orthonormal basis (|ao) , |a1)). Bob measures the qubits that Alice
sends to him using his orthonormal basis (|bg) , |b1)). If Alice wants to send 0, she sends a qubit
in state |ag). After Bob receives this qubit, he measures it with respect to his ordered basis. To
calculate what happens, |ag) is written as a linear combination of Bob’s basis vectors as

lao) = dolbo) + d1]b1). (2.2)

When Bob measures the qubit, its state jumps to state |by) with probability |dg|?, and he writes
down 0, or its state jumps to state |b;) with probability |d; |?, and he writes down 1. Bob would
receive 0 with certainty whenever Alice sent 0 and 1 with certainty whenever Alice sent 1 only
if Alice and Bob chose to use the same basis.

DV-QKD requires perfect single-photon sources which emit only one photon at a time. Be-
cause these sources are notably hard to build, they have been replaced by weak coherent-state
sources, which can be realized easily by attenuating laser lights. The arriving photon pulses
are processed at the receiver side by beam splitters or interferometers. After optical processing,
the photons are detected by single-photon detectors. A single-photon detector is an optically-
sensitive device that probabilistically transforms a single-photon into a macroscopically de-
tectable signal. The main quantities characterizing single-photon detectors are the quantum ef-
ficiency which represents the probability of a detector clicking when a photon hits the detector,
and the dark-count rate characterizing the noise of the detector. Dark counts occur when a detec-
tor sends an impulse even if no photon has entered it. The most commonly used single-photon
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detectors in DV-QKD systems are avalanche photodiodes (APDs). Particularly, for wavelengths
from approximately 400-1000 nm, Si APD can be used. For wavelengths from about 950 nm to
1650 nm, InGaAs/InP APD are most often applied [58]].

2.2.1.2 Continuos-variable (CV)

As an alternative to DV-QKD, which is ideally based on a single-photon detection, CV-
QKD encodes the key information onto the quadrature variables of a light field [59]]. CV-QKD
uses coherent detection techniques, such as homodyne or heterodyne detection, in which the
received signal field is coupled to a local oscillator (LO) to determine the light’s quadratures.
CV-QKD’s advantages over DV-QKD include a cost-effective detection technique instead of a
dedicated single-photon-counting technique, its compatibility with off-the-self optical hardware
[60], and high detection efficiency without the requirement of cooling as DV-QKD systems [61]].
Depending on the modulation method of quantum states, CV-QKD has two main modulation
approaches, including Gaussian-modulation approach and discrete-modulation approach.

The first Gaussian-modulation approach was based on squeezed states of light, which are
modulated with a Gaussian distribution in the position p or the momentum g quadrature by Alice
(in other words, the state of light is squeezed in either quadrature p or ¢). Bob randomly chooses
either p or ¢ of the modulated state to measure using the homodyne detector. A proposed QKD
protocol based on this approach was given in [45]. Another CV-QKD protocol based on the
Gaussian modulation of squeezed states of light was also proposed in [62]. The need for a source
of squeezed light is the main drawback of this approach. Therefore, a second Gaussian QKD
approach was discovered in which Alice generates coherent states of light, which are modulated
with a Gaussian distribution in the quadrature p and g. At the same time, Bob still performs
homodyne detection to measure randomly either p or g of the coherent state of light [46]]. A first
experiment was conducted with bulk optical elements on an optics table [63]]. In this approach,
Alice simply forgets the quadrature that Bob does not measure. Discarding half of her data
may look like a loss of efficiency since some information is transmitted and then lost. A third
approach was proposed, in which Alice still transmits coherent states of light, but Bob performs
heterodyne detection instead of homodyne detection [64].

Using heterodyne detection, Bob simultaneously measures both p and g quadratures. Be-
cause Bob acquires a pair of quadrature p and g, this seems to imply that the rate is doubled at
first sight. Since the measurement of heterodyne detection affects one additional unit of vacuum
noise on the measured quadrature, the two quadratures measured by Bob are noisier than the
single quadrature in the homodyne detection. Nevertheless, an improvement in key rate may be
offered when the two quadratures are measured simultaneously. Moreover, an advantage of this
heterodyne detection is that there is no need to choose a random quadrature to measure at Bob’s
side. The experiment of this approach was realized in [65]]. A fourth Gaussian-modulation ap-
proach was introduced in [66]. Alice sends squeezed states again in this approach, as in the first
approach, but Bob performs heterodyne measurements, as in the third approach. The fourth ap-
proach is associated with the highest rate and range. However, it requires a source of squeezed
light.

Besides Gaussian-modulation approach, there exists a different kind of approach using
discrete-modulation. Discrete-modulation approach is the first proposal of QKD using continuous-
variable [43]]. Alice first prepares a discrete number N of random coherent states in this ap-
proach. Then Bob uses either homodyne (or heterodyne) detection to measure the quadrature
p or the quadrature ¢ (or both p and ¢). This approach is more practical because a real Gaus-
sian modulation can never be perfectly implemented, and this approach can simplify the crucial
step of error correction. There are security proofs for this approach where N = 2, 3, 4 given
in [67-69], respectively.
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Figure 2.2: Schematic diagram of PM scheme.

2.2.2 Operating scheme

There are two types of operating schemes, namely [PM]and [EB|schemes [33]]. A PM scheme
is based on individual qubits (in case of DV-QKD) or CV quantum states (in case of CV-QKD),
while an EB scheme is based on entangled qubits (in case of DV-QKD) and a two-mode en-
tangled state (in case of CV-QKD). Both schemes can securely share secret keys between two
legitimate parties. In the following, each scheme is briefly described.

2.2.2.1 Prepare-and-measure scheme

Alice prepares quantum states in a PM scheme and encodes the key information onto the
quantum states. These quantum states are then sent to Bob over a quantum channel (optical
fiber, free-space link). After receiving these quantum states, Bob measures them using single-
photon detectors (in the case of DV-QKD) or homodyne (heterodyne) detectors (in the case of
CV-QKD). A schematic diagram of the PM scheme is illustrated in Fig. An example of
QKD protocol that is based on DV-QKD and uses PM scheme is BB84 [2]], while Gaussian-
modulated coherent state (GMCS) protocol [46,/63]] is a CV-QKD protocol using PM scheme.

2.2.2.2 Entanglement-based scheme

scheme focuses on quantum states in which two objects are linked together, forming
a combined quantum state. The concept of entanglement means that the measurement of an
object thereby affects the other. In scheme, there are two ways to implement which are
illustrated in Fig2.3] In the first way, Alice equips an entangled source that could prepare
entangled pairs of quantum states and then send half of each to Bob. Alternatively, a third
party equips an entangled source and sends halves to Alice and Bob. This scheme reflects real-
life situations more accurately since, due to distance limitations, a practical implementation
could involve a central source, such as a satellite, sending signals to multiple receivers. In DV-
QKD, a spontaneous parametric down-conversion source is normally adopted for the
EB scheme [[70]. In the PDC process, a high-frequency photon is converted to a pair of the
low-frequency photon. On the other hand, in Gaussian CV-QKD, two-mode squeezed vacuum
states are generated and then sent each mode of a state to Alice, and Bob [71}[72]]. Alice and Bob
then perform measurements on their states to create correlated data. If the same measurement is
performed on both states at Alice and Bob, the result on the first state at Alice implies the result
on the second state at Bob. An example of the protocol that uses this scheme is BBM92 [36].

2.2.3 Communication Channel

IIn a real-world implementation, the quantum channel with mature optical communication
technology has been built for QKD systems. There are two widely adopted channels for QKD:
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Figure 2.3: Two ways to implement the EB scheme.

optical fiber and free-space optics (FSO) [73]].

2.2.3.1 Optical Fiber

Optical fiber is the most common channel used in QKD [4]]- [8]. In optical fiber, the photon
transfer is rarely disturbed by external conditions, e.g., background light, weather conditions,
or other environmental obstructions. Nevertheless, fiber suffers from optical attenuation, which
depends exponentially on the channel distance L as 10~*L/10. The attenuation coefficient o,
whose value is strongly dependent on the wavelength, is minimal in the two “optical transmis-
sion windows” around 1330 nm (o ~ 0.34 dB/km) and 1550 nm (« ~ 0.2 dB/km). In addition,
fiber also suffers from problems such as chromatic dispersion, polarization mode dispersion,
birefringence, and so forth [74]. Therefore, the attainable distance of fiber-based QKD is lim-
ited to a few hundred kilometers [51]], [75]]- [80].

2.2.3.2 Free-space Optics

[FSO|features some advantages compared to optical fiber. FSO has the immediate advantage
of lower losses [81]]- [83[]. FSO also offers a high data rate, cost-effectiveness, license-free op-
eration, and convenient flexibility in infrastructure deployment and redeployment. FSO/QKD
have gained much interest in terrestrial applications with fixed ground stations [84]- [87]], and
satellite-based FSO/QKD [88]- [91]]. Nevertheless, there are also some drawbacks concerning
free space. Inheriting the characteristics of FSO, atmospheric conditions, including absorption,
scattering, and atmospheric turbulence, are the main factors that significantly limit the transmis-
sion distance of FSO/QKD systems. As fiber-based QKD systems, relaying is also an appealing
solution to extend the operation range of FSO/QKD systems. In [92], quantum relaying over the
FSO channel has been studied for terrestrial transmission, where the authors proposed passive
relays equipped with adaptive optics to mitigate the effect of atmospheric distortion. To pro-
vide secret keys for a location, [93,/94]] proposed to use a high-altitude platform (HAP) as relay
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Figure 2.4: Postprocessing procedures.

stations between satellites and mobile stations in vehicular networks, while [88]] considered sev-
eral scenarios involving space transmission among distant ground stations and satellites, where
satellites are relaying nodes.

2.2.4 Post-processing procedures

Alice and Bob use the classical authenticated channel to perform post-processing procedures
listed in Fig. Bob discloses to Alice the time instants that he could detect the encoded key
bits, forming their shared raw keys. Then, Alice discloses to Bob her encoding schemes on the
key bits he detected, forming their shared sifted keys.

The sifted keys may contain errors due to imperfections in the system. Alice and Bob
perform an information reconciliation procedure (i.e., error correction) on the sifted keys. The
simplest error correction technique is one including XOR operations. Alice randomly chooses
pairs of bits and announces their XOR value. Depending on whether Bob XOR value is the
same for the corresponding bits, he can either accept or reject this XOR value in his reply. If
Bob accepts this XOR value, Alice and Bob keep the first bit of the pair and discard the second.
Otherwise, they discard both bits. After this procedure, Alice and Bob both have identical keys.

Since the information reconciliation procedure was performed using a classical public chan-
nel, some information about the key can be leaked to Eve. The privacy amplification procedure
ensures that Eve cannot figure out any information about the final secret key from the data she
can receive during the information reconciliation procedure. In the privacy amplification pro-
cedure, by using the simplest approach, Alice randomly chooses pairs of bits and computes
their XOR value. At this time, Alice only announces which bits she chooses. Bob then finds
the corresponding bits in his key. Alice and Bob then replace these bits with their XOR value.
Thus, the final key is much shorter. If Eve wants to know a value in the final key, she needs
to know what the values of Alice’s and Bob’s bits were before the XOR operation was applied
to them. After the information reconciliation and privacy amplification procedures are applied
to the sifted keys, Alice and Bob use the resulting final secret keys to encrypt/decrypt secret
messages.

2.3 Prominent QKD Protocols

Owing to how the key information is encoded (discrete-variable or continuous-variable
(CV)) and how quantum states are sent and measured scheme or [EB| scheme), there exist
many QKD protocols which helps Alice and Bob distribute secret keys securely. In this disser-
tation, we will introduce several well-known QKD protocols which are based on [PM| scheme,

such as BB84 and GMCS (CV-QKD) or based on EB scheme, such as BBM92
(DV-QKD) and entanglement-based Gaussian CV-QKD protocol (CV-QKD).

2.3.1 BBS84 Protocol

BB84 protocol is the best-known QKD protocol which derived its name from its inventors,
Charles Bennett, and Gilles Brassard, and the year that it was invented, 1984 [2]. In BB84
protocol, a sequence of single photons which carries qubit states is sent by Alice to Bob through
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Figure 2.5: The four states being employed in BB84 protocol.
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Figure 2.6: Example of BB84 protocol.

a quantum channel (optical fiber or free-space optics). Recall that a qubit is presented as a vector
in a bi-dimensional Hilbert space, which is deduced by the following basis vectors:

0) = H 1) = m 23)

The states in Eq. (2.3) (|0) and |1)) are referred to as the computational basis (or rectilinear
basis). This basis is one of two bases which is used in BB84 protocol. The other is the diagonal
basis which is constituted by two states

- e L

V2 V2

_ -1 1 ]1
=) = 7 _\/5[—1] (2.5)

Four states of the rectilinear and diagonal bases are illustrated in Fig. 2.5]  Specifically, the
operation steps of this protocol proceeded as follows

2.4)

1. Alice generates a string of random bits much longer than the desired length of the key.

2. Alice randomly chooses between rectilinear () or diagonal (®) bases to encode every
bit she wants to send on a single photon as quantum bits. If @ was chosen, bit “0” and bit
“1” was mapped onto the state |0) and the state |1), respectively. If ® was chosen, bit “0”
and bit “1” was mapped onto the state |+) and the state |—), respectively. The encoded
quantum bits are then transmitted over the quantum channel to Bob’s receiver.

3. At the receiver, Bob detects encoded photons, or qubits, by single-photon detectors. Bob
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Figure 2.7: Schematic diagram of GMCS protocol.

randomly chooses either the rectilinear () or the diagonal (®) basis for measuring the
received qubits. If Alice’s encoding and Bob’s decoding bases are the same, the corre-
sponding bit value is detected correctly with a high probability. By contrast, if the two
bases are different, the received photon is measured by one of two polarization states of
the used basis at Bob’s receiver. For example, let’s consider the first bit of the example in
Fig. 2.6 having the value “1”, which is encoded in the rectilinear basis (&), but measured
in the diagonal basis (®). A bit value “1” in the diagonal basis is expressed as a function

of the diagonal basis as
1 1

—-)=—0) — —<]|1
) =500 - >
As a consequence, when |—) is measured in the rectilinear basis, it is equally likely to
collapse either to the state |0) (bit “0”) or the state |1) (bit “1”).

). 2.6)

4. After detection, Alice and Bob publicly announces their basis choices through an authen-
ticated classical channel. Alice and Bob discard the states that have been encoded and
detected in different bases. They keep only those states on the same basis to form the
sifted key.

5. Alice and Bob can choose a random sample of the sifted key bits and compare them to
compute the quantum bit error rate (QBER). If the computed QBER is too high, they
abort. By contrast, they proceed with classical post-processing, such as error correction
and privacy amplification, to produce the final secret key.

2.3.2 Gaussian-modulated Coherent State (GMCS) protocol

This protocol, which is based on and scheme, was proposed by Grosshans
et al. in 2003 [63]]. A schematic diagram and an example of this protocol using homodyne
detection are illustrated in Fig. and Fig. [2.8] respectively. This protocol is the simplest and
most widely developed CV-QKD protocol due to its simplicity in preparing, modulation and
detecting coherent states. The operational steps of this protocol are described as follows

1. Alice generates random real numbers a, obey a zero-centred Gaussian distribution (0, V4,,),
where V/,,, is the modulated variance.

2. Alice also generates another set of random real numbers a, which also obey the Gaussian
distribution NV (0, V;,,).

3. Next, Alice prepares coherent states modulated by the amounts of a, and a, generated
previously in step 1 and step 2 so that a resulting coherent state has a value of (aq,ap).
For instance, a; = 0.86 and a,, = —2.74 are chosen for the first element of the key in
steps 1 and 2, respectively. Hence, a coherent state (0.86, -2.74) is prepared by Alice. The
prepared coherent states are transmitted over the quantum channel to Bob.
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Alice

1 Raw Gaussian key (ap) 0.86 3.86 0.71 0.2 -1.14 5.47 -0.01 -2.09 0.44 4.03

2 Raw Gaussian key (aq) -2.74 -1.23 2.51 -1.2 -3.66 1.31 3.9 -1.64 -0.26 -2.66
CoherenP state (0.86,-2.74) (3.86,-1.23) (0.71,2.51) (-0.2,-1.2) (-1.14,-3.66) (5.47,1.31) (-0.01,3.9) (-2.09,-1.64) (0.44,-0.26) (4.03,-2.66)
preparation

Bob

4 Detection quadrature P P q r q q r q q r

5 Detected Gaussian key 0.86 3.86 2.51 -0.2 -3.66 1.31 -0.01 -1.64 -0.26 4.03

Post-processing

6 Sifted Gaussian key 0.86 3.86 2.51 0.2 -3.66 1.31 -0.01 -1.64 -0.26 4.03

Figure 2.8: Example of GMCS protocol.

4. If Bob uses homodyne detection, he generates a random variable v for each incoming
state and chooses either g or p quadrature for detection depending on the value of u. After
detection, Bob obtains a real variable b, or b, depending on the chosen quadratures. As
seen in the example, p quadrature is chosen for detecting the first element of the key. Thus,
Bob obtains a value of -2.74 when he measures the first received coherent state. If Bob
uses heterodyne detection at the receiver, he measures the g and p quadrature components
and obtains (by, bp).

5. After all the received coherent states have been measured by Bob, the post-processing
procedure proceeded with the sifting process. If homodyne detection is used, Bob reveals
the value of u, i.e., whether he measured the ¢ or p quadrature, and Alice retains a, or
ap depending on the value of u. Otherwise, if heterodyne detection is used, the sifting
process is unnecessary since both of the real random variables generated by Alice are
used to generate the key [64]]. Thus, the secret-key rates are higher than using homodyne
detection.

In the example, the sifted Gaussian key is the same for Alice and Bob. Nevertheless, if
Eve or noise can present, Bob’s key will be a noisy version of Alice’s key. Thus, Alice
and Bob obtain correlated Gaussian keys.

6. Next, Alice, and Bob perform parameter estimation in which they reveal a randomly
chosen subset of their correlated Gaussian keys. It allows them to estimate the parameters
of the channel and limit the maximum amount of information Eve can deduce from their
values.

7. Alice and Bob perform the information reconciliation procedure. This procedure involves
quantizing Alice’s and Bob’s correlated Gaussian keys into binary keys and performing
error correction.

8. Alice and Bob perform privacy amplification to a new, shorter binary key so that Eve has
only negligible information about their secret keys.

2.3.3 BBM92 Protocol

In the BBM92 protocol, instead of Alice sending particles to Bob, there is a central source
creating pairs of entangled particles, each described by a Bell state. The entangled particles are
then separated and sent to Alice and Bob, each getting one-half of each pair.

To understand this protocol, we need to acquaint ourselves with the concept of multiple
qubits. Suppose we have two qubits. If these were two classical bits, there would be four
possible states: 00, 01, 10, and 11. Correspondingly, a two-qubit system has four basis states
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designated |00),|01),|10),|11). The state vector describing the two qubits is expressed as
follows
‘Qﬁ) = o0 ‘00> + a1 ’01> + a1 |10> + o ‘11> . 2.7

Similar to the case for a single qubit, the measurement results in z (= 00, 01, 10, or 11) occurs
with probability |a,|?. Since the probabilities must sum to one, the condition of the probabilities
is therefore expressed by >, g 132 [0 |2, where the notation ‘{0, 1}’ means ’the set of strings
of length two with each letter being either zero or one.” A two-qubit state (|¥) ,;) shared
between two parties Alice (A) and Bob (B), is defined to be entangled if the state cannot be
written as a tensor product of the states of the individual parties (|¥) 4, and |¥) ;) such that

W) ap 7# W) al¥) 5, (2.8

where |¥) ,|¥) 5 is denoted for the fensor product, which is a way of putting vector spaces
together to form larger vector spaces. An important entangled state is the Bell state or Einstein,
Podolsky, and Rosen (EPR) pair is presented as

oty — 00) 45 + 1) 45
[@7) =
V2
00 11
_ 0o +pn (2.9)
V2
where |00) 45 = 0) 4 |0) 5 and |11) ,5 = |1) 4 |1) 5 are two-qubit states shared between two

parties Alice and Bob. |0) 4 and |1) , are states of qubit of Alice, and |0) ; and |1) 5 are states
of qubit of Bob. The Bell state has the remarkable property that upon measuring the first qubit,
one obtains two possible results: 0 with probability 1/2, leaving the post-measurement state
|®+)" = |00), and 1 with probability 1/2, leaving the post-measurement state |®+)" = [11).
Consequently, a measurement of the second qubit always gives the same results as the first qubit.
The measurement outcomes are correlated. It turns out that other types of measurement can be
performed on the Bell state by first applying some operations to the first or second qubit and that
interesting correlations still exist between the result of a measurement on the first and second
qubit. In other words, if the two-qubit state is entangled, the measurement of one will affect the
other. Similarly, there are three other two-qubit states called the Bell state as follows

_. _100) —]11)
|®7) = — 5 (2.10)
~]01) + [10)
Ut = — A (2.11)
_, _ lo1) —110)
) = — 5 (2.12)

The BBM92 protocol using entangled qubit pairs in [DV-QKD)] systems was proposed by Ben-
nett, Brassard, and Mermin in 1992 [36]]. The original protocol with four steps can be described
as follows:

1. Charlie generates entangled photon pairs and transmits to Alice and Bob separately via
FSO channels, in which each pair has the state |1)) = \%(|01> +(10)).

2. Alice and Bob randomly select polarization bases, i.e., either rectilinear basis () or di-
agonal one (®), to measure received entangled photons. Two bases & and ® constitute
four polarization states (0°,90°) and (—45°, 45°), respectively.

3. Through a classical public channel, Alice broadcasts the basis choice she used for each
received photon. Then, Bob reveals which detected photons he used on the same basis as
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Figure 2.9: Schematic diagram of entanglement-based Gaussian CV-QKD protocol.

Alice. They both discard photon measurements with different bases. This step is known
as the sifting process.

Alice and Bob convert the remaining results by assigning them for bit “0” and bit “1” to
form the sifted key as follows:

The polarization state ~ 0° - e
The polarization state — 45° } - Bit™0 15)
The polarization state ~ 90° o ey
The polarization state ~ 45° } - Bit™l 214

As the photon pairs are (anti-correlated) entangled, Bob needs to invert his detected bits
so that he and Alice can get an identical bit string. An example of the derived sifted key
in the BBM92 protocol is in Table[2.1

. Alice and Bob perform post-processing procedures including information reconciliation
and privacy amplification over the public channel to correct transmission errors and pro-
duce the final secret key.

2.3.4 Entanglement-based Gaussian CV-QKD protocol

Entanglement-based Gaussian CV-QKD protocol has been widely considered in [95]- [98]]

and implemented experimentally in [[99]]. The operational steps of this protocol are described as
follows

1. A Gaussian two-mode entangled state (two-mode squeezed vacuum state (TMSV)) is
generated. Alice could prepare this state, keep one mode, and then send the other mode
through the quantum channel to Bob. Alternatively, a trusted third party could prepare
this state and send each mode to Alice and Bob through the quantum channel. Figure [2.9]
illustrates the second way of sending the TMSV state to Alice and Bob using a trusted
third party.

. Alice and Bob then proceed by measuring their modes using homodyne or heterodyne
detectors. As the result of their measurement, Alice and Bob end up with two sets of
Gaussian-distributed random variables, which are correlated to each other.

. Following the generation of the correlated data, Alice and Bob perform a post-processing
procedure over a classical authenticated channel to generate secret keys for the encryption
and decryption of secret messages.
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MEO(2000-35,768 km)
= LEO(180-2000 km)

GEO(35,768 km)
,
7

Figure 2.10: Three main classes of satellite orbits.

2.4 Satellite-based Free-Space Optical Quantum Key Distribution

The QKD systems can be implemented over optical fiber, terrestrial free-space optics (FSO),
or satellite-based FSO links [31]. Fiber-based QKD has been well studied and scaled up to
network-level implementations, as in Tokyo, DARPA, and SECOQC QKD networks [[100]. The
QKD deployment over terrestrial FSO links has also been considered for point-to-point con-
nections. However, the range of terrestrial FSO/QKD links is limited to several kilometers,
especially for mobile users [[15}[87,101]]. Considering the future scenario where QKD would be
implemented globally for a wide range of applications, including mobile users like autonomous
vehicles and unmanned aerial vehicles (UAVs), satellite-based QKD technology becomes a vi-
able solution for global security service. The feasibility of satellite-based QKD has been inves-
tigated over the past decade [25.55,/102,|/103]], and a significant milestone was reached in 2017
when a satellite-to-ground QKD implementation was realized with the world’s first quantum
LEO satellite Micius [1f]. Since then, the era of satellite-based QKD has been opened with a
series of experiments and implementations [26,27,/87]].

2.4.1 Orbit Altitude of Satellites

There are three main classes of satellite orbits as shown in[2. 10

e Geostationary orbit (GEO): This orbit has an altitude of 35,786 km. Satellites in this
orbit constantly stay above one particular place over the Earth. They offer substantial
advantages, such as broad coverage, continuous link to ground stations, 24/7 operation,
and no expensive equipment for tracking required. This orbit’s disadvantages are the large
link losses and high latency due to the long-distance propagation.

e Medium-Earth orbit (MEO): This orbit comprises a wide range of orbits between 2000
km and 35,768 km. It offers a greater width of satellite view than the low-Earth orbit and
a greater proximity to the Earth’s surface than the geostationary Earth orbit. The MEO is
very commonly used by navigation satellites.

e Low-Earth orbit (CEO): This orbit is situated between 160 and 2000 km in altitude. A
satellite in LEO benefits from proximity to the surface which significantly reduces losses
due to beam diffraction. Compared to satellites in GEO and MEO, the LEO satellite is
less expensive to launch into orbit, has lower latency, and has less power consumption.
On the other hand, there are shortcomings in the high speed of the LEO satellite relative
to the Earth, which compromises pointing accuracy during signal transmission and the
limited time period during which QKD can be performed.
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Thanks to the advantages of for past and current satellite-based [FSOQKD] the [LEO]
satellite is the most common option [1]. In the future, to provide a global-scale QKD network,
future studies and projects might seek altitudes in the MEO, or GEO range [[104].

2.4.2 Operating Wavelength

The wavelength of signal from the satellite is an important parameter, as it directly
influences many aspects such as atmospheric and optical fiber transmissions, diffraction, and
detection efficiency. Two wavelengths are considered: 810 nm and 1550 nm. The former, 810
nm, is typically used in sources, whereas 1550 nm is the standard telecom wavelength.
The advantage of using 810 nm wavelength is that it has less diffraction and is compatible with
efficient single-photon detectors. The advantage of using 1550 nm wavelength is that it has
lower atmospheric attenuation, good behavior of the photodetectors’ responsivity, and compat-
ibility with standard telecom fibers. From the eye-safety point of view, 1550 nm wavelength is
preferred because the eye fluids absorb this wavelength before being focused on the retina.

2.4.3 Operating Scheme of Satellite-based FSO/QKD

In the scenario of distributing secret keys for two distant ground stations (Alice and Bob),
two operation schemes of QKD can be used to implement satellite-based FSO/QKD, including
the prepare-and-measure scheme and entanglement-based scheme.

2.4.3.1 Satellite-based FSO/QKD using prepare-and-measure scheme

A satellite carries out QKD operation with Alice and Bob to establish independent secret
keys with each of them by using the prepare-and-measure scheme. The details of this scheme
are mentioned in section[2.2.2.1] The satellite holds all keys, while the stations only have access
to their keys. To share a common secret key to Alice and Bob, the satellite combines their
respective keys K4 and Kp and broadcasts their bit-wise parity Ko = K4 & Kp. Using
this announcement, the stations can retrieve each other keys by performing a mathematical
operation with their key as K4 @ (K4 ® Kp) = Kpand Kp ® (K4 ® Kp) = K4. Because
the original keys are independent secret strings, their bit-wise parity is a uniformly random
string. Therefore, the parity announcement does not reveal any useful information to potential
eavesdroppers. However, since the satellite holds all keys, access to the data obtained by the
satellite would give the eavesdropper complete knowledge of the key. Thus, the satellite must
be trusted in this setting. Moreover, the disadvantages of the scheme include complexity and
inefficiency as we need more than one phase to distribute a key from Alice to Bob ultimately.
All steps in satellite-based FSO/QKD using the prepare-and-measure scheme are illustrated in

Fig

2.4.3.2 Satellite-based FSO/QKD using entanglement-based scheme

An untrusted node is preferred to avoid the potential key leakage in the satellite since the
eavesdropper gets no information even if she takes full control of the satellite. In this scheme,
the satellite acts as the central source and sends two beams of entangled quantum states to Alice
and Bob simultaneously [87] as shown in Fig[2.12] They then make independent measurements
of the received quantum state and decide on the final secret key without the involvement of the
satellite. Therefore, the trust requirement of the satellite can be relaxed. This scheme is more
suitable for implementing a global-scale QKD network.
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Figure 2.11: Illustration of satellite-based FSO/QKD using prepare-and-measure scheme: (a)
the satellite established a shared secret key K 4 with Alice, (b) the satellite established a shared
secret key K p with Bob, (c) the satellite make a parity announcement of two keys, so that both
Alice and Bob can derive each other’s key and then use it to encrypt private communication
between them.
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Figure 2.12: Illustration of satellite-based FSO/QKD using entanglement-based scheme.
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Table 2.2: Recent achievement milestones for satellite FSO-based QKD experiments

Encoding & . Secret-key
Year | Authors Decoding Scheme Distance rate (SKR) Notes
2015 R. Vallone et DV-QKD Prepare-and- 1000-1500 N/A IIJEO satel-
al. [[103] measure km lite
S. K. Liao et Prepare-and- LEO satel-
2017 al. [17] DV-QKD measure 1200 km I'kbps lite (Micius)
J. Yin et al. Entangled- 500-1000 LEO satel-
2017 1 119 DV-QKD based km 3.3 bps lite (Micius)
LEO
S. K. Liao et Prepare-and- satellite
2017 al. [26] DV-QKD measure 388-719 km | 91 bps (Tiangong-2
space lab)
Homodyne
detec-
2017 | K& Gunthner |y, oxp Prepare-and- | e o0 km | N/A tor, GEO
et al. [107] measure .
satellite
(Alphasat)
LEO mi-
2017 g'alTaéeSn]aka DV-QKD Ef:fjjf:nd' Ei?-moo N/A crosatellite
' (SOCRATES)
Decoy
S. K. Liao et Prepare-and- 600-1000 3 kbps - | state, LEO
2018 al. [27]] DV-QKD mearsure km 9kbps satellite
(Micius)
J. Yin et al. Entangled- LEO satel-
2020 30 DV-QKD based 750 km 0.12 bps lite (Micius)

2.4.4 Recent Developments of Satellite-based FSO/QKD and Opening Issues

The biggest milestone in satellite-based QKD was the successful launch of the first quantum
satellite Micius in August 2016 [[1]. Micius was also used for demonstrating an intercontinen-
tal quantum network, distributing the keys for a text and video exchange between the ground
stations of Xinglong, Nanshan (China), and Graz (Austria) [27]]. In 2017, an experimental
demonstration of space-to-ground QKD from Tiangong-2 space lab to Nanshan ground station
was reported in [26]. In this experiment, the communication distance is between 388 km and
719 km, and the final key rate is about 91 bps. In the same year, NICT also developed the SOTA
lasercom terminal for testing the optical downlinks and quantum communication with a low-cost
platform (the microsatellite SOCRATES) at an altitude of 650 km [55]]. Nanosatellites, CubeSats
in particular, are low-cost alternative ways for traditional, large platforms. Many recent studies
propose to use nanosatellites for QKD implementation [21]]- [24]]. They have opened a new
page in developing small, low-cost satellites, making it possible for many research institutes
and companies to use QKD technology. Most quantum satellite experiments focused on DV-
QKD technologies [19,26]]. Recently, CV-QKD technologies have begun to apply for satellite
FSO-based QKD in both prepare-and-measure [25]] and entangled-based scheme [71,97]]. The
feasibilities of satellite quantum communication at the MEO and the GEO have been demon-
strated in [105H107]]. The summary achievements of satellite-based FSO/QKD experiments are
given in Table

Even though DV-QKD and CV-QKD have been focused and recently implemented in satellite-
based both of them are expensive due to the requirement of bulky single-photon
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Table 2.3: Comparison between different QKD technologies [|32]

Characteristics DV-QKD [2] CV-QKD [59] gOKrBC[";;rent CV-

Source Weak laser pulse Laser Laser
(single-photon)

Modulation Polarization Amplitude & Phase | Intensity

Detection Smgle—p hoton — de- Coherent detection | Direct detection
tection

System Complexity Very high High Low

Implementation Cost | Very high High Low

Compatibility with

Standard Technolo- | No Yes Yes

gies

Key Rate Low High High

detectors in DV-QKD and homodyne/heterodyne detectors which need sophisticated phase-
stabilized local light for coherent detection in CV-QKD [35]]. Considering the future scenario
where QKD would be implemented globally for a wide range of applications, including mobile
users like autonomous vehicles and UAVs, simple setup and low cost are necessary features.
To achieve these features, non-coherent CV-QKD by employing at receivers is a suit-
able solution [32]] thanks to its advantage as shown in Table [2.3] This implementation has been
firstly proposed for fiber QKD systems [108] and then for terrestrial systems [32],
and satellite [FSO}QKD)] [94] only in prepare-and-measure scheme.

Specifically, in the QKD implementation of [[108]], the transmitter sends two slightly intensity-
modulated pulses employing On-Off Keying (OOK]). The receiver detects the transmitted signal
directly by a PIN detector with dual thresholds. By adjusting two thresholds at high and low
levels of two intensity-modulated signals with small amplitude differences, the sifting process
of two non-orthogonal photon bases in the conventional BB84 QKD protocol is mimicked. Be-
cause of quantum noise, the received signal exceeds thresholds randomly and is uncorrelated
for receivers and Eve. If thresholds are not exceeded, two intensity-modulated pulses are indis-
tinguishable. Thus, if Eve guesses the states randomly, she will inevitably introduce errors.

Channel-State Information is required at the receiver to optimize the setting of In
the case of optical fiber, [CS]|estimation can be easily attained because of the non-fading channel
characteristics. On the other hand, estimation for setting over fading channels in case
of[OOK]signaling is more complex due to the asymmetry of binary signals (e.g., noise variances
are different in bit “0” and “1”). Thus, non-coherent CV-QKD by employing[DTDD]at receivers
in [32]], and [94] is slightly different from the first implementation in [[108]] by using Subcarrier
Intensity Modulation (SIM)/Binary Phase-Shift Keying signaling and[DTYDD|over[FSO|
channel. The [CS]| estimation over the atmospheric turbulence-induced fading channels will be
relaxed by using signaling whose signals of bit “0” and “1” are symmetric over the
“zero” level.

As mentioned above, entanglement-based scheme is more suitable for implementing a global-
scale QKD network. Non-coherent CV-QKD with a simple setup and cost-efficient implementa-
tion would be implemented globally for a wide range of applications. Therefore, it is necessary
to design non-coherent CV-QKD for satellite-based in entanglement-based scheme.

Moreover, since the coverage and flyover time of one satellite is limited, establishing
the constellation of satellites is a possible solution. Nevertheless, the key relaying/routing
in the network among LEO satellites would bring new security concerns while QKD is per-
formed for two distant ground stations. In contrast, satellites can access ground stations
continuously and have a broad coverage. However, their signal can suffer from high channel
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loss and limited key generation rate. According to [109], the future quantum constellation will
be comprised of high and low orbits satellites. Combining both[GEO]and [LEQ]satellites to build
QKD networks is a research direction worth exploring.

Satellite-based FSO/QKD systems are recently designed to distribute secret keys to two
legitimate users (Alice and Bob) [[87,[118]]. With the rapid development of next-generation
networks, the number of mobile users, such as mobile devices and autonomous vehicles, in the
coverage region of the satellite will overgrow. It is necessary to find a way for satellite-based
FSO/QKD systems to distribute secret keys to multiple users simultaneously instead of repeating
QKD operations for each pair of two legitimate users.
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Chapter 3

Design of Practical Satellite-Based
FSO/QKD Systems

This chaptelﬂ proposes a new implementation of non-coherent CV-QKD protocol for satel-
lite systems using the dual-threshold/direct detection (DT/DD) receivers inspired
by the BBM92 protoco]E] for scheme. The proposed system is less complex and, therefore,
possibly cheaper than current discrete-variable (DV) and CV-QKD ones using coherent detec-
tion receivers. We model and analyze the performance of the proposed system in the context
that a satellite distributes secret keys to two legitimate users. The analytical results are derived
by considering channel loss, atmospheric turbulence-induced fading, and receiver noises. The
Gaussian beam model is considered to evaluate the impact of geometric spread on the signal
received by legitimate users and the possibility of being eavesdropped. Based on the design
criteria for the system and analytical results, we investigate the feasibility of a case study for the
Japan QKD network using the existing low-Earth orbit (LEO) satellite constellation.

3.1 Proposed Implementation of Non-coherent CV-QKD Protocol
using DT/DD inspired by BBM92

This section describes our newly proposed non-coherent CV-QKD systems using DT/DD
receivers. We also describe how our system, while it is physically distinct, can be considered as
an implementation inspired by the BBM92 protocol. Figure shows the considered scenario
in which a satellite (Charlie) distributes secret keys to two legitimate users (Alice and Bob) via
FSO channels. For the sake of convenience, Alice, Bob, and Charlie are denoted by “A”, “B”,
and “C” in notation, respectively. In the figure, and are used to denote the altitude of
user U € {A, B}, and Charlie, respectively. The zenith angle, which is the angle between the
transmitted beam to user U and the vertical direction, is denoted as|(y7} In addition, the elevation
angle, which is the angle between the transmitted beam to user U and the horizontal direction,
is determined by (7/2 — (y).

In practical scenarios, to prevent the transmitted signal from being blocked by high-rise
buildings and minimize the effect of atmospheric attenuation and turbulence, the minimum ac-
ceptable elevation angle for satellite tracking is set to 30°. In other words, a satellite is not

!"The content of this chapter was presented in part in

1. Minh Q. Vu et al., “Entanglement-based satellite FSO/QKD system using dual-threshold/direct detection,”
ICC 2022 - IEEE International Conference on Communications, Seoul, pp. 3245-3250, May 2022,.

2. Minh Q. Vu et al., “Toward practical entanglement-based satellite FSO/QKD systems using dual-threshold/
direct detection,” in IEEE Access, vol. 10, pp. 113260-113274, Oct. 2022.

>The BBM92 protocol is introduced in Sec. m
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Satellite (Charlie)

Figure 3.1: The considered scenario of satellite QKD system. (Map data: Google Earth)

tracked when it is below 30° of the horizon.

Eavesdroppers (Eves) try to perform an unauthorized receiver attack (URA), the most pop-
ular attacking strategy for practical FSO systems. In this attack, Eves tries to tap the transmitted
signal from Charlie by locating their receivers within the beam footprint near legitimate users
at a distance dgp m. Following are the operational steps of our proposed implementation of
the BBM92 protocol for CV-QKD systems using DT/DD, which are also summarized in the
flowchart illustrated in Fig. [3.2]

Step 1: Charlie generates subcarrier intensity modulation/binary phase-shift keying (SIM/BPSK)
modulated signals with a small modulation depth (0 < § < 1), representing binary random bits
“0” or “17, and transmits simultaneously to both Alice and Bob over FSO channels.

Step 2: Both Alice and Bob individually detect the received signals using their own DT/DD
receiver following the detection rule as

0 if (i <df),
Decision =<¢ 1 if (Zg > d(f) , 3.1
X otherwise,

where i/ |is the detected value of the received current signal at user U. The two levels of the DT
(i.e.,|dg|and at each user are selected symmetrically over the mean signal level. It is im-
portant to note that these levels are chosen independently. Furthermore, “X” represents the case
when either Alice or Bob does not detect a data bit based on the detection rule. This illustrates
the case of different basis selections between Alice and Bob, as in the BBM92 protocol.

Step 3: Using a public channel, Bob notifies Alice of the time instants that he detected bits
from received signals. They also discard values at the time that no bit is detected. After that,
Alice and Bob can share an identical bit string, i.e., sifted key. An example of the proposed
protocol is shown in Table 3.1}

Step 4: Finally, as in the original BBM92 protocol, further information reconciliation and
privacy amplification are carried out over public channels to obtain the final secret key.

The security of the original BBM92 protocol relies on two factors. First, it is Charlie’s
generation of entangled photon pairs randomly using one of two non-orthogonal bases. This
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Alice | | chatie | | Bob
""""" Generate SIM/BPSK
modulated signal
Step 11
Send generated signal Send generated signal
T —————— « >
[ Use dual threshold Use dual threshold
Step 2 with the detection with the detection
rule to recover the rule to recover the
o ___ received signal received signal
---------- Notify time instants that Alice can create binary bits
_______________ = ———————————— =
Notify time instants that Bob can create binary bits
Step34 | T T TTT T T T
:_‘ Form sifted key :_‘ Form sifted key
---------- Perform information reconciliation and privacy amplification
B e R >
Step 4 1 )
Obtain the Obtain the
R final secret key final secret key
: FSO channel

_______ - Public channel

Figure 3.2: The flowchart of the proposed implementation inspired by the BBM92 protocol for

scheme.

guarantees that an Eve cannot simultaneously maintain perfect correlations while detecting in-
formation about the measurement result. In other words, Eve will suffer a high ratio of incorrect
detection. Secondly, Alice and Bob decode the received data by measuring their respective pho-
tons randomly in two non-orthogonal bases. This guarantees that only a fraction of information
can be detected in a random fashion.

Similarly, the security of our proposed system is also from two factors: (1) the modulation
depth ¢ of the SIM/BPSK signals is small enough, and (2) Bob and Alice should independently
choose dual-threshold levels at which only a tiny fraction of transmitted bits can be detected [32}
94]. The first condition guarantees a very high bit error rate, so Eve will likely get a significant
fraction of transmitted bits incorrectly. As Eve cannot obtain the knowledge of Alice’s and
Bob’s dual-threshold values, her best choice is to use the optimal threshold 0 to get as
much key information as possible. Ideally, when Eve uses the optimal threshold to detect bits
from Charlie, Eve’s error probability , which is the probability that Eve falsely detects
Charlie’s transmitted bits, is approximately 0.5. However, it was shown that ~ 10% is
good enough provided that Alice and Bob also can receive a small fraction of transmitted bits
due to the DT detection [94]. The second condition guarantees this requirement when a large
portion of data is randomly discarded. In fact, we aim to design the system so that the rate of
signal detection (sift probability) is very low (around 10~2), which is much smaller than that of
the original BBM92]
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Table 3.1: An Example of the Proposed Implementation Inspired by the BBM92 Protocol for

@ Scheme

Satellite (Charlie) Alice Bob Sifted ke
Time | Bit | Signal | Time | Threshold | Bit | Time | Threshold | Bit y
to 0 10 to dg‘ 0 to d{f X | discarded
to 1 i1 ta d‘f‘ X to d{3 X | discarded
ts | 0 io t3 i 0 | t; dB 0 0
ty | 1 i1 ta it 1| t dP 1 1
ts 0 10 ts d(;‘ X ts d(l)? 0 | discarded
Scalability
Cost Effectiveness o\ /o Simplicity
Key Rate Security Robustness

--&--BB84-based PM scheme [110]
BBM?92-based scheme [30]
e -- Proposed BBM92-based using DT/DD [this dissertation]

Figure 3.3: A comparison of QKD implementation schemes in satellite FSO/QKD systems.
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3.1.1 Key Features of the Proposed Scheme

We consider a scenario in which two distant legitimate users (Alice and Bob) exchange
secret keys using the FSO-based satellite systems. While there are many different implemen-
tations of QKD, we illustrate key features of our proposed scheme by comparing it with two
original QKD systems based on the BB84 [110] and BBM92 protocol [30]. For the sake of
convenience, we denote scheme 1, scheme 2, and scheme 3 for the BB84-based PM, the con-
ventional BBM92-based systems, and our proposed non-coherent CV-QKD protocol using
DT/DD inspired by the BBM92 protocol, respectively. Different performance metrics, includ-
ing simplicity, cost-effectiveness, security robustness, flexibility, and scalability, are evaluated
and discussed. In the discussion, the first-ever QKD protocol of BB84 is regarded as having the
base performance.

e Scalability: It is the ability to support network expansion and upgrading when the number
of users increases. In the BBM92-based schemes, end users do not need the capability to
transmit signals to a satellite; new users can be added as long as they are in the satellite
coverage area. This feature also makes it easy to expand the network by adding new
satellites without requiring re-configuring users. Expansion of the BB84-based networks
is more complicated as the uplink connection from users (Alice, Bob) to the satellite
is needed. Therefore, both schemes 2 and 3 offer a much better level of scalability in
comparison with the base scheme.

e Simplicity: As for scheme 1, the satellite acts as a trusted relay node for legitimate users,
where the secret key is distributed from Alice to Bob via the satellite. In this implementa-
tion, we need two phases to complete the key distribution, i.e., from Alice to the satellite
and then from the satellite to Bob. Regarding scheme 2, the satellite acts as the source,
which simultaneously sends two beams of entangled quantum states to Alice and Bob.
These legitimate users then make independent measurements of received quantum states
and decide the final secret key without the involvement of the satellite. Therefore, it is
simpler than the first scheme as it needs only one phase for the key distribution. Our pro-
posed implementation (i.e., scheme 3), which is also based on the BBM92, is even more
straightforward as CV source and DT/DD receiver are employed.

e Security Robustness: As the satellite relays the key in the base scheme (scheme 1), it
needs to be secured. This negatively affects the security robustness of scheme 1. The
BBM092-based schemes (schemes 2 and 3) can remedy this issue by having the satellite
to act as a random sequence distributor. Alice and Bob then settle the secret key without
the involvement of the satellite. In addition, compared to scheme 3, scheme 2 achieves a
higher level of security robustness as it inherits all the quantum features in the distribution
of the secret key to legitimate parties. In the proposed scheme (scheme 3), the weakness
in terms of the security robustness is the requirement of the channel state information
(CSI) from the legitimate receivers for the proper selection of dual-threshold values.

o Key Rate: The inherent issue with the DV-QKD, i.e., schemes 1 and 2, is the low key
rate due to the limited capability of single-photon detectors. The key rate is dependent on
the transmission distance. However, it is typically in the range of kb/s up to Mb/s over
100 km. The proposed scheme 3 employs the CV-QKD, which potentially offers a higher
key rate as it is actually implemented using conventional optical systems [32]]. Even when
only a tiny fraction of transmitted bits can be detected (typically, it is about 0.1%), we can
still achieve Mb/s key rates over optical systems offering Gb/s connections.

3 As the proposed system can be implemented on modern FSO links with the bit rate of Gb/s, a high key rate (100
kb/s or higher) can still be achieved with such a low sift probability.
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e Cost-Effectiveness: Cost is an essential performance metric to popularize QKD systems.
Both schemes 1 and 2 use the DV-QKD, which requires bulky and expensive devices.
Scheme 3 uses the CV-QKQ, by which the satellite can use an off-the-shelf laser source
to generate the signal. Legitimate users employ a simple direct detection to detect the
received signals [31]]. Therefore, compared to schemes 1 and 2, the QKD function in
scheme 3 achieves the lowest implementation cost. Compared to the base scheme (scheme
1), the BBM92-based system is potentially cheaper as it requires only one transmitter (on
the satellite), while the BB84 needs two (at Alice and on the satellite).

3.2 System Models

Figure [3.4] depicts the block diagram of the proposed system, including three main parts: a
satellite (Charlie) and two legitimate users (Alice and Bob). For the sake of simplicity, a perfect
pre-synchronization between Alice, Bob, and Charlie, which can be realized using the global
positioning system (GPS) during the preparation stage, is assumed.

At the satellite, a sequence of binary data (the raw key), denoted as d(t), is first modulated
onto a radio frequency (RF) subcarrier signal using BPSK modulation scheme. The subcarrier
signal, denoted as m(t), is then used to modulate the intensity of a continuous-wave laser beam
to form the subcarrier intensity modulated (SIM) signal as

Py(t) = g 14 dm(t)], (3.2)
where P is the peak laser power, and [d] is the intensity modulation depth (0 <{o}< 1). The
subcarrier signal fm(¢)]is given by m(t) = A.g(t) cos(2m f.t + dr), where[A]is the subcarrier
amplitude, is the pulse shaping function, f. is the subcarrier frequency, and d € {0, 1}
corresponding to binary data bit “0” and bit “1”. To simplify the analysis, we normalize the
power of m(t) to unity.

The received optical signal is first passed through an optical band-pass filter (OBPF) and
converted into an electrical signal by a PIN photodetector at each user. The electrical signal at
the output of the photodetector is determined as

) 1
iy (t) = 5 RePhge (1) [1+ 6m (1)] + nese (1), (33)
where iU (t) is the electrical signal at the output of user U’s photodetector, |R,|is the responsivity

of the photodetector, t) are the channel state between Charlie and user U, and (t) is the
receiver noise. After the DC term is filtered out by OBPF, the electrical signal is passed through
the BPSK demodulator to get the demodulated electrical signal rg (t) which is calculated as

= —1R.PhY, (t)+nl, (1)

-U
Uy _ U _J) % e
r7(t)=1; (t)cos(2m fo.t)=< . ¢ (3.4)

fo=itweorin={ 7 s
where 4§ and i{ are the received current signals for bit “0” and bit “1”, respectively. It is
assumed that the dark current is insignificant. Hence, the received noise, including shot noise,
background noise, and thermal noise, can be modeled as zero-mean additive white Gaussian
noise (AWGN) with variance

(05)% = (65)% + (08)* + (0f3)?, (3.5)

Where@is the standard deviation of the received noise at user U. (¢¥)2, (of)2, (o0},)? are the

variances of the shot noise, background noise, and thermal noise at user U, respectively. These
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Figure 3.4: The block diagram of the proposed satellite QKD system using SIM/BPSK and

DT/DD receivers.
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variances are calculated as

1
(cY)% = 2R, <4P5h§fze> Ay, (3.6)
(o) = 2qR.P,Ay, (3.7)
AkpT
(0h)* = Tf; Ay, (3.8)

where g is the electron charge, P, = QTTFCLQUA)\ is the background noise power collected at user

U’s receivers, [(2,]is the Sun’s spectral irradiance from above Earth, [ay]is the aperture radius at
2 . . . : . .

user U, A\ = & OC’\ , By is the optical bandwidth, |)\|is the operating wavelength, c is the speed

of light in vacuum, is the Boltzmann’s constant, |F},|is the amplifier noise figure, A f = %

is the efficient bandwidth with the system bit rate [R;} [T]is the receiver temperature in Kelvin

degree, and[R]is the load resistance.

3.3 Channel Models

The channel state between the satellite and the user U can be described as hl), =
hg hlU hY, where is the geometric spreading loss, |h;’|is the atmospheric attenuation, and
is atmospheric turbulence-induced fading. Here, we assume that a fine tracking system [[111]]
with perfect alignment is deployed. Besides, as reported in [112], the maximum frequency
shift between an LEO satellite and a fixed ground station is in the order of several GHz. These
values are, nonetheless, within the capability of the current receiver design for optical satellite
communications, which can deal with the frequency shift up to +=14 GHz [|113]]. Therefore, we

ignore the Doppler effect in the performance analysis.

3.3.1 Geometric Spreading Loss

Considering Gaussian beams provided by Charlie, the normalized spatial distribution of the
transmitted intensity which are distances between Charlie to user U, is given as [114]

2 2llp|*
Tyeam (pa LC’—U) = 5  €Xp|—— ) (3.9)
TWho v YLe—u
where plis the radial vector from the beam footprint center, ||.|| is the Euclidean norm, Le—y =

(He — Hy)/cos(Cy) with Heo and Hy being altitudes of Charlie and user U, respectively,

and (i being zenith angles between Charlie and user U. wy,, ,, is the beam radius at distance
971/2

Lc—y and can be computed as wr, , = woc |1+ (LCQU)‘> , Where woc = \/20¢

TWE ¢

is the beam waist at the transmitter of Charlie, A is the operation wavelength, and is the
divergence angle of the transmitted beam. The geometric spreading loss with respect to the
position vector from the center of the beam footprint 7 is then given by [115]]

W (i Lo-) = [ Dan (p —riLo-v) dp. (3.10)
AV

32



3.3. CHANNEL MODELS

where () denotes the fraction of power collected by each user’s receiver, whose area is AU.
The approximated result of this integration is derived as [[115]]

2(|r||?
WY (riLo_y) ~ Af exp <—2””> , (3.11)
Leo_v,eq

where ||7| is the radial distance from the center of beam footprint, Ay = [erf(v/)] is the fraction
Vray

, where ays is user’s receiver radius, and
\/EUJLC_U

of the collected power at r = 0 with vy =

1/2
2 — (w2 Vmerflun) i - . -
Wi veq = (w Lo—v 2upoxp(—12 )) is the equivalent beam radius at distance Lo_g.
When each user is placed at the center of Charlie’s beam footprint, the fraction of collected

power is given as th (0; Lo—p) =~ AY.

3.3.2 Atmospheric Attenuation

The atmospheric attenuation is described by the exponential Beer-Lambert’s law as
hi = exp(—€Lp_u), (3.12)

where @ is the attenuation coefficient found in [[117]. £ is determined by

3.912 / A\ 4
A= 0 V = [km], )\ = 3.13
=22 (55) v =lknla= o) 6.13)
where [V/]is the atmospheric visibility. Values of [I]depend on the weather conditions (e.g., fog,
rain, drizzle, clear). Based on the value of [] with respect to the considered weather condition,
the value of the atmospheric attenuation visibility coefficient|g(V)|is modeled as

1.6, V > 50 km,
qvV)={ 13, 6 km < V < 50km, (3.14)
0.585V1/3, V< 6km.

As reported in [[118]], the atmospheric attenuation mainly occurs below the altitude of H;, =
20 km, resulting in the propagation distance of each user, i.e., Lj_r, is determined as Lj,_y =

(Hp — Hy)/cos(Cu).

3.3.3 Atmospheric Turbulence-induced Fading

Atmospheric turbulence is a random phenomenon caused by the variation of temperature
and pressure of atmosphere along the propagation link. It results in the received optical signal
fluctuations at receivers. The strength of turbulence is determined by the Rytov variance, de-
noted as o'%. The values of 0% in weak, moderate, and strong turbulence conditions correspond
to UIQL2 <1, 012,% ~ 1, and 012% > 1 [119]]. For LEO satellite-to-ground links, the turbulence
strength is usually weak (0'12% < 1) with the zenith angles being equal to or less than 60°EI [[112].
Therefore, to model the signal fluctuation due to atmospheric turbulence-induced fading, we use
the log-normal distribution that suits for weak-and moderate-turbulence regimes. The distribu-

tion of hg is written as follows [|120]

fro ()= (3.15)

a

2
L oo [ined) — 2%]
V8rhY ¥ 8(c¥)? ’

“The zenith angles between the satellite and users are always equal to or less than 60° as the minimum acceptable
elevation angle for satellite tracking is set to 30° mentioned in Sec.
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where M)U( and (0%)2 are respectively the mean and variance of log-amplitude fluctuation. The
fading coefficient is normalized so that its average value E[hY] = 1 to ensure that the fading
does not attenuate or amplify the average power; hence, % = —(c¥)2. The variance (0§ )? is
given as [[120]

1 s 5/6
(o¥)?= 1012% %0.56k7/6sec”/6(CU)/ C? (h)(h— Hy)*%dh, (3.16)
Hy

where k = 27/\ is the wave number, sec(x) = 1/cos(x) is the secant function, and (s is
the zenith angle between the satellite and user U. C?L(m_z/ 3) is the refractive index structure
parameter modeled by Hufnagel-Valley (H-V) model [[120] as follows

. w\2, ~h© o
C;(h) = 0.00594 (27) (10 h) eXp( 1000) ( 1500>

h h
2.7 x 10716 2 —— 1
+2.7 x 10 exp( 1500)—1—0 (0 )exp< 100), (3.17)

where w (m/s) is the average wind velocity, h (m) is the height above the ground, and C2(0) is
the refractive index structure parameter at the ground level.

3.4 Performance Analysis

3.4.1 Sift Probability
3.4.1.1 Sift probability between the satellite and the legitimate user

Sift probability (Fgr) between Charlie and the legitimate user U is the probability that the
user is able to decode bits using the DT detection. This probability is derived as

Pyt = Pc,t(0,0)+Pc,t(0,1)+Pc,v(1,0)+Pc,(1,1), (3.18)

where Pcy(z,y) (z,y € {0,1}) is the probability that bit “z” sent by Charlie coincides with
the decoded bit “y” of user U. Pc 7(x,y) is determined by

Poy(r,y) = Po(x)Pyic(ylz), (3.19)

where Po(x) is the probability that Charlie sends bit “z”. We assume that bits “0” and “1” are
equally likely to be transmitted from Charlie; hence, Pc(z) = 3 . Pyjc(ylz) is the conditional
probabilities that user U detects bit “y” when Charlie transmits blt and defined as

“ EX]

OO dU U U
PU|C(O|J") = Q th (ha )dh’a ) (320)
0 UN
d¥ —i U
Pyic(llz) = Q Fry (hS))dnd, (3.21)
0 JN
where if = —i{ = —iRePéhgze are the received current signals for bit “0” and bit “17,

respectively, and ((.) is the Q-function. The dual threshold (i.e., d§ and d{') are determined by

dg = Elig] — swol, (3.22)
d¥ =RV + o, (3.23)
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where g7 is the DT scale coefficient of user U and E[.] is the expectation operator. Thus, E[i§] =
— 1R PShY R and E[i{] = {R.PShY b as E[h(,] = E[WYRYAT] = hUhY with E[RY] = 1

as the mean irradiance is normalized to unity. Approximate expressions for (4.13)) and (4.14) can

be derived by using the Gauss-Hermite quadrature. Particularly, by making a change of variable
U Uy2
Yy = %, @13) and (@.14) are written in the form [%_ g(y)exp(—y?)dy, where g(y)
a - X

is a function of the variable y [32]]. Then, using the Gauss-Hermite quadrature, this integral is
approximated as [[121]]

| swess(-ay ~ Y wig(a) (3.24)
% i=1

where n is the order of approximation, while w; and z; are weight factors and zeros of the
Hermite polynomial, respectively. It is worth noting that the Gauss-Hermite used for (4.13) and
([@.14) quickly converges to the exact-form expressions for a finite value of n, i.e., n = 20 terms.

3.4.1.2 Sift probability between two legitimate users

Sift probability (Fss) between two legitimate users is the probability that both Alice and
Bob are able to decode bits using the DT detection. This probability is derived through the joint
probabilities as

Piii=P4,5(0,04+P4 5 (0,14+Pa (1,0)0+P4 5(1,1), (3.25)

where Py p(x,y) with z,y € {0,1} is the probability that Alice’s detected bit “z” coincides
with Bob’s detected bit “y”. The probability P4 g(z,y) is then computed as

Pap(x,y) = Po(x)Pac(z|2) Ppic(ylx) + Po(y)Pajc(®|y) Peic(yly)- (3.26)

3.4.2 Quantum Bit Error Rate

Similar to the quantum bit error rate (QBER) defined in the conventional QKD protocol,
we also use the QBER to reflect the bit error rate in the sifted key. The QBER of the proposed
system is given as [32]

P,
QBER = — ™%, (3.27)

sift

3.4.2.1 QBER between the satellite and the legitimate user

Perror - PC,U(07 1) + PC,U(I; O>7 (328)

where Peror i the probability that the transmitted bit from Charlie and the received bit at user
U are not the same.

3.4.2.2 QBER between two legitimate users

Perror = PA,B(Oa 1) + PA,B(L 0)7 (329)

where P is the probability that the received bits at Alice and Bob are not the same.
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An approximate expression for QBER can be achieved by plugging the conditional proba-

bilities” approximations in (A.1) into #.12)), @.17), (4¢.25), (4.26), and @.27).

3.4.3 Eve’s error probability

As mentioned in Sec. we consider that Eve uses the optimal threshold (th = 0) to
detect the received data from the satellite. Eve’s error probability (PL ) is the probability that

T
Eve falsely detects Charlie’s transmitted bits. Eve’s error probability is calculated as

PE . = Pcp(0,1) + Pop(1,0), (3.30)

where Pc £(0,1) and Pc (1, 0) are, respectively, the joint probabilities that Eve falsely detects
Charlie’s transmitted bits, which are expressed as

Pe,p(0,1) = Po(0)Pgic(1]0), (3.31)

PC,E(LO) = PC(l)PE|C’(O‘1)7 (3.32)

where Pc () is the probability that Charlie sends bit “z”. Additionally, Py (y|x) is the con-
ditional probabilities that Eve detects bit “y” given that Charlie transmitted bit “z” and is given
as

L= (df —if Eqp E
PE\C(HO) = 5 Q E fhaE(ha )dhav (3.33)
0 OoN
L[ (if —df Byqp, B
PE\C(O“) = 5 Q E fhaE(ha )dha7 (3.34)
0 oN
where if = —if’ = —iRePdhf hERE denote the received current signals at Eve. Here, th ,

hf; ,and h are, respectively, the geometric spreading loss, the atmospheric attenuation-induced
fading, and the atmospheric turbulence over Charlie-to-Eve channels, which can be determined
in Sec. [3.3] It is noted that the fading channels of legitimate users and Eve are not correlated,
contrary to the work in [122]. The reason is that the distance between Eve and legitimate
users is in the order of tens of meters. These values are, nonetheless, much greater than the
receiver’s aperture separation in the case of correlated channels (i.e., in the order of centimeters
or shorter) [[123]]. Besides, using (A.T)), approximate expressions for (3.33)) and (3.34) can be
obtained.

3.4.4 Normalized secret key rate

We assume that an eavesdropper performs URA near each user, as illustrated in Fig.
Eve; (denoted by F) is the eavesdropper near Alice. Eves (denoted by E») is the eavesdropper
near Bob. The normalized secret key rate after error correction and privacy amplification to
exclude the amount of information leaked to Eve; and Eve, from that shared between Alice and
Bob can be derived as [[108]]

S=pl(A; B)—max [I(A; Er),[(B; E2),I(Ey; Eb)] (3.35)

where [(A; B), I(A; Ey), I(B; E3), and I(E7; E9) are the mutual information between Alice
and Bob, Alice and Eve;, Bob and Eve,, and Eve; and Eves, respectively. y is the error correc-
tion efficiency. For the sake of simplicity, we also assume 100% error correction efficiency (i.e.,
= 1) to evaluate the upper bound of the performance of the system performance [[108]].
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We evaluate the above-described mutual information utilizing the following formula [[124]]

[ Pyz(y, 2) }7

IY;z)= Z Py 7(y, z)log, Py (4) P2 (2]

y,2€{0,X,1}

(3.36)

In the above expression, I(Y’; Z) is the mutual information between Y and Z, Py (y) and
Pz(z) are the probabilities that Y and Z detect y and z, respectively. Py z(y, z) is the joint
probability that Y’s bit y coincides with Z’s bit z. We evaluate the joint probability between
Alice and Bob, Alice and Eve;, Bob and Eve,, and Eve; and Evey by using (.13), @.14),
, and then evaluate the mutual information by substituting them into (3.36)).

Table 3.2: System Parameters

Name ‘ Symbol ‘ Value
LEO Satellite (Charlie)
Wavelength A 1550 nm
Bit rate Ry, |1 Gbps
Altitude Hc  |550 km
Divergence angle Oc |50 prad
Transmitted power P 30 dBm
FSO Channel
Sun’s spectral irradiance
from above the Earth Oy [02kW/m?-um
Wind speed w 21 m/s
The refractive index structure
parameter at the ground level C2(0) |10~ 1Pm=2%/3
Visibility (clear weather condition) \%4 30 km
Alice/Bob/Eve
Altitude Hy [2m
Receiving aperture radius ay |Scm
Optical bandwidth By 250 GHz
Responsivity R, |09A/W
Effective noise bandwidth Af |0.5GHz
Temperature T 298 K
Load resistor Ry |1kQ
Amplifier noise figure F, |2

3.5 Practical QKD System Design based on Starlink Satellite Con-
stellation

This section investigates the feasibility of our proposed satellite-based QKD system based
on the well-known Starlink satellite constellation. In this constellation, nearly 1440 satellites
orbiting at 550 km in planes inclined 53 degrees are implemented to provide 24/7 global cover-
age [1235]], [[126]. For a concrete scenario, we assume that Alice (a fixed user in Aizuwakamatsu
City, Fukushima Prefecture, Japan) wants to communicate with Bob securely. LEO satellites in
the Starlink constellation play a role as Charlie in the proposed QKD system. These satellites
are supposed to equip with optical transmitters for FSO downlink transmission, as depicted in
Fig. [3.4] Proper parameter settings for system design are provided, including transmitter’s as
well as receiver’s parameters and operational regions of Bob. Based on these parameter settings,
the secret key rate of our proposed QKD system is analyzed.
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Figure 3.5: Elevation angle of Starlink satellites versus elapsed time from 16:09:00 UTC+9
2021/12/23 over Aizuwakamatsu City, Fukushima Prefecture, Japan. (Calculated from the col-
lected data in [[127]])

3.5.1 Review of Starlink Satellite Constellation over Japan

Over Japan, there are seven orbital planes of Starlink satellite constellation from northwest
to southeast, as shown in Fig. [3.6] Each plane consists of a group of satellites that go across
Japan alternatively. Each group is numbered in order for the right to the left respectively, with
the orbital planes in Fig. [3.6] With these seven orbital planes of Starlink satellite constellation,
there is always a satellite that can be seen by a user locating in Japan with the minimum ac-
ceptable elevation angle for tracking is 30°. This argument is proved by Fig. [3.5] which shows
the elevation angles versus time of LEO satellites in orbital planes over Japan from 16:09:00
UTC+9 Dec. 23, 2021, with users located in Aizuwakamatsu City (longitude: 139.93899°E,
latitude: 37.52266°N; elevation: 209.093 m). In this figure, it is observed that the user can
always alternatively see satellites in two groups of two orbital planes, and these two groups
are substituted cyclically due to the rotation of the Earth. For example, from 16:09:00 UTC+9
Dec.23, 2021, the user alternatively saw satellites of groups 2 and 4. Then, the user continued
to see satellites of groups 1 and 3 following the same template. This process is repeated with
other groups of satellites in the above orbital planes in the following time.

As mentioned above, we focus on designing the proposed QKD systems based on the exist-
ing LEO satellite constellation over Japan. We aim to find the operational range for Bob so that
Alice and Bob can exchange secret keys. Without loss of generality, we consider the second
cycle of satellites that Alice can observe from 16:09:00 UTC+9 Dec.23, 2021. After designing
the proposed QKD systems with satellites in the second cycle, the same setting can be applied
to satellites in the following cycles. As depicted in Fig. [3.3] there are 9 satellites in the sec-
ond cycle, including Starlink-1293, Starlink-1266, Starlink-1255, Starlink-1284, Starlink-1316,
Starlink-1258, Starlink-1257, Starlink-1292, and Starlink-1256. These satellites belong to group
I and group III of satellites across Japan. For the sake of simplicity, we consider Starlink-1266
and Starlink-1293 as representers for group I and group III, respectively, and set elapsed time
return to 0 at the beginning of the second cycle (i.e., the time that Starlink-1293 started commu-
nicating with Alice).

3.5.2 Transmitter Design

In the transmitter design, Eve’s basic strategy of unauthorized receiver attack (URA) is
considered as we focus on our goal of the proposal’s feasibility and the preliminary study on the
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Figure 3.6: Starlink satellites’ orbits over Japan ||

system design. More sophisticated strategies, such as collective attacks, are reserved for future
study. In the URA, eavesdroppers (Eve) tries to tap the transmitted signal from the transmitter
(i.e., Charlie) by locating their receivers within the beam footprint near legitimate users at a
distance dg m. To prevent URA from happening, we need to select a small modulation depth
0 at Charlie so that Eve suffers from a high error rate when she tries to detect the received
signal by the optimal threshold d = 0 as mentioned in Sec. To carry out this purpose,
we investigate in Fig. which shows the impact of different values of dr on PE _over a
range of intensity modulation depth values. In this figure, we consider a minimal propagation
distance from Charlie to the legitimate user (i.e., the zenith angle between Charlie and the user
is 90 degrees) as a worst-case scenario, where Eve can eavesdrop on the maximum possible
information. Other system parameters are provided in Table [3.2] Using Fig.[3.7} we can select
a suitable value of intensity modulation depth § to guarantee that P, is sufficiently high. For
example, to make sure that PZ > 0.1, even the distance between Eve and the legitimate user
is only 10 meters, the intensity modulation depth should be chosen as § < 0.6. It is noted that
higher values of § lead to higher values of e, while the bit error rate at Alice and Bob is increased
with a small value of 6. As a result, we use § = 0.6 for the transmitter design. From this figure,
the analytical results closely follow the simulated ones, which confirms the correctness of the

model and analysis.

3.5.3 Receivers’ Design
3.5.3.1 Alice design

We assume that Charlie starts the communication with Alice first when the elevation angle
between Alice and Charlie is greater than 30°. As shown in Figs. we can control the
sift probability and QBER between Alice and Charlie by adjusting the dual threshold at Alice
dg‘ and d{‘ through ¢4, respecting the criteria for receiver design at Alice. In particular, our main
target is to control: (1) Py > 1073 to guarantee that Alice receives sufficient key information,
i.e., to achieve a sifted-key rate at Mbps with the typical transmission rates at Gbps of FSO
communications; (2) QBER < 1072 so that the error is small enough that it can be efficiently
corrected at such Mbps of sifted-key rates by error-correcting code. By using Figs. [3.8(a),
[3:9(a), B-8(b), and [3.9(b), we can define the range of ¢4 values to satisfy the requirement for
FPiire and QBER in case Charlie is Starlink-1293 or Charlie is Starlink-1266, respectively. The
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Figure 3.7: Eve’s error probability versus intensity modulation depth of the satellite’s transmit-
ter.

satisfying range of ¢4 forms satisfying regions in Figs. [3.8[a), (b) and 3.9(a), (b). Then, by
combining these satisfying regions, we can get the operational region of ¢4 for Alice to work
with Charlie, as shown in Fig. [3.8|c) and Fig. [3.9(c). In the operational region of ¢y, it is
recommended that 2.434 < ¢4 < 3.304 if Charlie is Starlink-1293 and 2.737 < ¢4 < 3.368 if
Charlie is Starlink-1266. When these settings for ¢4 are applied, the communication time can
be maximized up to 3 minutes and 2 minutes in the case of Starlink-1293 and Starlink-1266,
respectively. Alice can work smoothly when Charlie changes from Starlink-1293 to Starlink-
1266 in the cycle if we combine two recommended ranges of 4. Thus, the operational range of
G4 at Alice 1s 2.737 < ¢4 < 3.304.

3.5.3.2 Bob design

We consider that Bob can be a mobile station (e.g., self-driving cars). The operational area
of Bob is determined by each satellite. It is noted that the QKD system, including two legit-
imate users (Alice and Bob) and the satellite (Charlie), works when both Alice and Bob can
see Charlie (i.e., the elevation angle between Alice and Charlie and between Bob and Charlie is
greater than 30°). Fig. [3.10(a) and [3.12fa) show the operational area of Bob at the time instant
that the elevation angle between each satellite and Alice is maximum. In addition, Figs. [3.10(b)
and [3.12(b) show the communication time duration of each location in the operational area of
Bob in the case of Starlink-1293 and in the case of Starlink-1266, respectively. The communi-
cation time duration is the total time that both Alice and Bob can see Charlie. We assume that
the communication time duration among Alice, Bob, and Charlie need to be greater than 180
seconds to implement quantum transmission of the secret key and post-processing procedure.
Firstly, when Charlie is Starlink-1293, the greater-180-second communication time duration is
bounded by the coverage region, which has an elevation angle greater than 54° as shown in
Figs. [3.10(a) and (b) with the pinned location (longitude: 136.781°E, latitude: 39.6871°) on the
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Figure 3.8: P and QBER between Starlink-1293 and Alice versus Alice’s DT scale coefficient
and the elapsed time in seconds.
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the satellite and Alice is maximum and the distribution of communication time duration between
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boundary. We consider the other pinned location (longitude: 136.781°E, latitude: 34.9981°) in
Fig. 3.10(a), whose elevation angle is also greater than 54° and distance to Alice is farthest, as
the boundary for the coverage area of Bob. We then determine the efficient values of Bob’s DT
scale coefficient (¢p) so that the proposed QKD system can work properly based on the above
design criteria for Alice. To guarantee the requirements of the sift probability and QBER be-
tween Alice and Bob, i.e., Py > 1073 and QBER < 1073, we can find the satisfying regions of
¢p as Figs. [3.T1]a), (b) when ¢4 = 3. Then, by combining these satisfying regions, we can get
the operational region of g for Bob so that the proposed QKD system can operate, as shown in
Fig. 3.11](c). It is suggested that 0.571 < ¢ < 1.143 for the longest communication time. The
same setting for Bob at the boundary can be used with other locations in Bob’s coverage area.
Similarly, when Charlie is Starlink-1266, the greater-180-second communication time duration
is bounded by the coverage region, which has the elevation angle greater than 58.826° as shown
in Figs. [3.12f(a) and (b) with the pinned location (longitude: 141.75°E, latitude: 43.2884°) on
the boundary. We consider the other pinned location (longitude: 145.371°E, latitude: 42.9277°)
in Fig. 3.12)a), whose elevation angle is also greater than 58.826°, and the distance to Alice is
farthest as the boundary for the coverage area of Bob. We then determine the efficient values
of ¢p so that the proposed QKD system can work properly based on the above design criteria
for ¢4. To guarantee the requirements of the sift probability and QBER between Alice and Bob,
i.e., P > 1073 and QBER < 1073, we can find the satisfying regions of ¢p as Figs. a),
(b) when ¢4 = 3. Combining these satisfying regions allows us to get the operational region of
¢p for Bob so that the proposed QKD system works properly, as shown in Fig. [3.11]c). It is
suggested that 0 < ¢p < 0.632 for the longest communication time.

3.5.4 Secret Key Rate Performance

First, we consider the case that Charlie is Starlink-1293 during its operational time duration.
Figure [3.14] depicts the spatial distribution of normalized secret key rate (SKR) of the proposed
system (the calculation of SKR can be found in[3.4.4)) when Alice is located in Aizuwakamatsu
City. There is an eavesdropper who performs unauthorized receiver attacks near each user, as
illustrated in Fig. The distance from the user to the eavesdropper is assumed to be 25
meters. The value of Alice’s and Bob’s DT scale coefficient is set to 3 and 0.7, respectively.
The spatial distribution is shown in three instants: (a) the time that Alice and Bob start receiving
secret keys via the quantum channel, (b) the time that the elevation angle between Alice and the
satellite is maximum (i.e., the shortest slant path between Alice and the satellite), and (c) the
time that the key transmission over the quantum channel from the satellite terminates.

Using these three figures, we can obtain the location of Bob that can keep the high normal-
ized SKR. Specifically, at the beginning of the transmission, the normalized SKR can be up to
0.0014 bit/s/Hz if Bob is in the northwestern region. The normalized SKR gradually decreases
from Japan’s northwestern region to the southeastern region of the figure. Suppose Bob is in the
pale green tier or farther tiers of Japan’s southeastern region. In that case, the QKD system can
not work effectively due to the negative values of the normalized SKR (i.e., the mutual informa-
tion between Eve and a legitimate user is greater than the mutual information between Alice and
Bob). After that, the light red region, which has a higher normalized SKR than other regions, is
moved with the satellite’s movement from northwest to southeast. At the time instant when the
elevation angle between Alice and the satellite is maximum, the normalized SKR can be up to
0.0043 bit/s/Hz if Bob is in the highest normalized SKR region, covering Kanto and part of the
Tohoku and Chubu regions in Japan. These three regions continue to have higher normalized
SKRs than other regions until the key transmission terminates.

To investigate the variation of the normalized SKR of the proposed QKD system versus time,
the temporal distributions of the normalized SKR if Alice is located in Aizuwakamatsu City and
Bob is in four major cities in Japan are shown in Fig. a), (b), (c), and (d). It is observed
that the normalized SKR of the proposed system always gets the maximum normalized SKR
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Figure 3.12: The coverage area of Starlink-1266 at time instant that the elevation angle between
the satellite and Alice is maximum and the distribution of communication time duration between
Bob and Alice (Alice is located in Aizuwakamatsu City).

46



3.5. PRACTICAL QKD SYSTEM DESIGN BASED ON STARLINK SATELLITE CONSTELLATION

Sift probability between Alice and Bob

-3
35 10
8 3
k3]
= -4
225 10
[&]
Q
T 2
[&]
® -5
515 10
w
S 1
m
6
0.5 .
0
170 220 270 320 350
Elapsed time (s)
(@) Pyg > 1073
4 QBER between Alice and Bob
10"
35
g 3 ,
2 .
g 10
§25 S raeis
® 2
[
@ 1073
515
w
S 1
@ — 10
05
0
170 220 270 320 350
Elapsed time (s)
(b) QBER< 1073
4
35
8 3
k3]
b5
825
[&]
()
T 2
(o]
%]
515
k%)
S 1
m
0.5 Operational region
0 |
170 220 270 320 350

Elapsed time (s)
(¢) Py >1073, QBER< 1073

Figure 3.13: Pys and QBER between Alice and Bob versus Bob’s DT scale coefficient and the
elapsed time in seconds when Charlie is Starlink-1266.

47



CHAPTER 3. DESIGN OF PRACTICAL SATELLITE-BASED FSO/QKD SYSTEMS

w
(2]

40
1 —_
39 I
05 =
2
38 2
& o =
E -
£ 37 05 &
3 58
n
el
[
N
©
£
o
z

w
(3]

PN

135 136 137 138 139 140 141 142 143  x10°
Longitude
(a)t=60s
%1078
4.2

Latitude
oW W s
S o ©

@
N}

Normalized secret key rate (bit/s/Hz)

w

28
26
135 136 137 138 139 140 141 142 143
Longitude
b)t=116s

%1073
25

40
2
£
39 =
15 2
=Y
38 18
%37 0.5g
— 0 %
el
36 8
-0.5;
o
35 ’ 4 Z
34 X 1.5

135 136 137 138 139 140 141 142 143
Longitude

(c)t=160s

Figure 3.14: The spatial distribution of normalized secret key rate of the proposed QKD sys-
tem when Charlie is Starlink-1293 during its operational time duration (Alice is located in
Aizuwakamatsu City).

48



3.5. PRACTICAL QKD SYSTEM DESIGN BASED ON STARLINK SATELLITE CONSTELLATION

%10

n @ »
N 3 w 3 ~ 3

—
)

Normalized secret key rate (bit/s/Hz)

-

o
4

%1078

110 140
Elapsed time (s)

(a) Bob is in Sendai

Normalized secret key rate (bit/s/Hz)
. n w »
- [6,] N [6)] w o S [$))

o
o

o

%10

110 140
Elapsed time (s)

(b) Bob is in Tokyo

= n w
- 3 ) o w o

o
o

Normalized secret key rate (bit/s/Hz)

o

110
Elapsed time (s)

(c) Bob is in Osaka

140

Figure 3.15: The temporal distribution of normalized secret key rate of the proposed QKD
system when Charlie is Starlink-1293 during its operational time duration (Alice is located in

Aizuwakamatsu City).

49



CHAPTER 3. DESIGN OF PRACTICAL SATELLITE-BASED FSO/QKD SYSTEMS

in the middle of operational time duration. For example, if Bob is in Sendai, the maximum of
the normalized SKR is 0.004277 bit/s/Hz when the elapsed time is 118 seconds. The maximum
normalized SKR of the proposed QKD system also depends on the distance between Alice and
Bob. Moreover, if the value of ¢p increases, the normalized SKR is decreased. Specifically, the
maximum normalized SKR is decreased to 0.00389 bit/s/Hz when ¢p increases from 0.7 to 0.8,

as shown in Fig. [3.15(a).

3.6 Conclusions

We presented a design framework for the design criteria of the satellite-based QKD sys-
tem implementing the non-coherent CV-QKD protocol using DT/DD receivers inspired by the
BBM92 protocol for scheme to distribute secret keys to legitimate users. The proposed
QKD system was realized by the existing satellite constellation over Japan. Our proposed
protocol was designed to achieve QKD function with a simplified and low-cost implementation,
which helps to enable the worldwide mass deployment of QKD. Based on numerical results,
the operational regions for the satellite and legitimate users’ parameters are derived. The nor-
malized secret key rates of the proposed system over the atmospheric channel are also given to
show the feasibility of the system design.
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Chapter 4

Design of Satellite-Based FSO/QKD
Systems using GEO/LEOQOs for Multiple
Wireless Users

This chapterﬂ proposes a design of a global-scale satellite-based FSO/QKD systems using
a satellite as a secret key source and satellites as trusted relay nodes to amplify and
forward the signal from the source to multiple legitimate users on Earth. The non-coherent
CV-QKD protocol with receivers inspired by the BBM92 protocol for scheme is
employed. The system performance is analyzed, considering the spreading loss, atmospheric
attenuation, and turbulence. Based on the design criteria for the proposed system, we inves-
tigate the feasibility of a case study for the Japan QKD network using the existing and
satellite constellation. In addition, we investigate the secret-key rate performance of the
proposed system and perform [M-C]|simulations to verify analytical results.

4.1 System Descriptions

4.1.1 System Model

Figure [.1] presents the proposed FSO/QKD system, in which a GEO satellite (Charlie)
distributes secret keys to a legitimate server, i.e., Alice and multiple users Bob;, i € {1,2... N},
via FSO channels with the help of two LEO satellites for amplifying the signal. LEO satellites
relaying Charlie’s signals to Alice and Bobs are denoted as L 4 and L, respectively. We assume
that Alice is a server that performs post-processing procedures over the public channel with each
user Bob; to create secret keys between Alice and each user Bob;. For the sake of simplicity,
we use notations “A”, “B,;”, and “C” for Alice, Bob;, and Charlie. In addition, H, H,, and
Hy; denote the altitude of Charlie, LEO satellites, and user U € {A, B}, respectively. The
zenith angle is denoted as (. The elevation angle is given by (7/2 — (y7). To inhibit signal
blockage by skyscrapers and minimize the effect of atmospheric attenuation and turbulence, the
minimum acceptable elevation angle is set to 30°.

We consider the scenario in which Eavesdroppers (Eves) can compromise the system by
attempting URA or BSA, as shown in Fig. In the former, Eves locate on the ground and
try to tap the transmitted signal from LEO satellites by being within the beam footprint near

!"The content of this chapter was presented in part in

1. Minh Q. Vu et al.,”A Proposal of satellite-based FSO/QKD system for multiple wireless users,” IEICE Inter-
national Conference on Emerging Technologies for Communications (ICETC), Waseda, Japan, Nov. 2022.

2. Minh Q. Vu er al.,“Design of satellite-based FSO/QKD systems using GEO/LEOs for multiple wireless
users,” in IEEE Photonics Journal, vol. 15, no. 4, pp. 1-14, Aug. 2023, Art no. 7303314.
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Figure 4.1: The proposal of satellite-based FSO/QKD system using GEO and LEO satellites.
(Map data: Google Earth)

legitimate users, either at Alice or Bob’s location. In the case of URA, the countermeasure is
to limit the damage by designing and setting appropriate system parameters. In the latter, we
assume that Eves have the capability to split a part of the beam at an LEO satellite to perform
the BSA. As a portion of the signal is lost, it is possible to detect the presence of BSA. Our
strategy is, therefore, to propose a method for BSA detection.

4.1.2 Non-Coherent CV-QKD Scheme Inspired by BBM92

In this section, the implementation of non-coherent CVQKD inspired by the BBM92 proto-
col is reviewed and applied it to the new scenario of this chapter as follows
Stage 1: Using the quantum channel (FSO channel)

e Signal preparation at Charlie: SIM/BPSK modulated signal is generated representing
random binary bits “0” and “1”. The value of modulation depth § (0 < ¢ < 1) is chosen
to be small enough in order that the transmitted state cannot be fully distinguished.

e Signal transmission: The signal is transmitted simultaneously to both relay satellites,
which then amplify and forward the received signal to Alice and Bob;.

e Detection: The received signal at Alice and Bob; is individually detected using their own
DT/DD receivers. The two levels of the DT (i.e., d([)] and d({) at each user are selected
symmetrically over the mean signal level.

— If the detected value 27{] of received current signal at user U is less than dV, the user
U detects bit “0”.

— If the detected value i¥ of received current signal at user U is greater than d{, the
user U detects bit “1”.

— Otherwise, the user U detects bit “X”, which specifies the case that either Alice or
Bob; does not detect any bit.

Stage 2: Using the public channel (e.g., the Internet)
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Figure 4.2: An example of non-coherent CV-QKD inspired by the BBM92 protocol for
scheme.

o Sifting process: Alice and Bob; notify of the time instants that they were able to create
binary bits from received signals. They discard bit values at the time instant that no bit
(i.e., bit “X”) is detected. Alice and Bob; then share an identical bit string, i.e., sifted key.
An example of the detecting and sifting process of this protocol is illustrated in Fig. #.2]

e Post-processing: Alice and Bob; perform error correction and privacy amplification to
turn the sifted key into a final shared secret key.

4.1.3 Signal Model

The block diagram of the proposed system is illustrated in Fig. There are four main
parts: a GEO satellite (Charlie), LEO satellites as relay nodes, and legitimate users (Alice and
Bob,). In the preparation stage, a perfect pre-synchronization realized by using the global posi-
tioning system (GPS) between users, LEO satellites, and Charlie is assumed.

At the GEO and LEO satellites: The raw key data d(t) is modulated onto a radio frequency
(RF) subcarrier signal using BPSK scheme prior to modulating the laser irradiance. We denote
Ps(t) as the transmitted power of the modulated laser beam. The radiated optical signal is
expressed as

Py(t) = g [1+6m (¢)], @.1)

where P is the peak laser power, ¢ is the intensity modulation depth, and m(¢) is the subcarrier
signal [[128]].

Then, the received signal from the GEO satellite at LEO satellites is passed through an op-
tical band-pass filter (OBPF), amplified optically using erbium-doped fiber amplifiers (EDFA),
and forwarded to legitimate users.

At the legitimate user U: The received optical signal is passed through OBPF, and then
detected by a PIN photodetector. The photocurrent ig is given as

(1) = 5 RePGahl, (1) [1 4+ 6m. (1] +n, (1), (42)

where R, is the responsivity of the photodetector, G, is the EDFA gain at the LEO satellite,
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Figure 4.3: The block diagram of the proposed satellite-based GEO/LEO satellite FSO/QKD

system.
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U U
heQe e2e

The demodulated signal rg (t) at BPSK demodulator with the DC component filtered out is
expressed as

(t) are the channel state between Charlie and user U, and ng,.(¢) is the receiver noise.

— TR PSG RS, () +nY. (1)

eZe e2e

1R PSGhG (1) +nY. (1)

e2e

(4.3)

U iy
o=

where i, r € {0, 1} are the detected signals corresponding to bit “0” and bit “1”, respectively.

The receiver noise power at user U, denoted as (a%)Q, includes shot noise, background

noise, and amplified spontaneous emission (ASE) noise generated by the optical amplifier at the
LEO satellite. The formula for (§)? is given as

(o8)* = (0§)° + (o) + (0)* + (0)% + (ow)?, 4.4)

where (0)? = 2qR.PLhyAg and (01)? = 2gRPERY A are variances of the amplified back-
ground noise from the LEO satellite and the ASE noise, respectively. (05{1)2 = 2qR, (iP(S Gahgze
(c)? = 2qR.PV Ay, (6¥)? = %A ¢ represent variances of the shot noise, background
noise, and thermal noise at user U, respectively. In these formulas, ¢ is the electron charge,
kp is Boltzmann’s constant, and hg is the channel state between the LEO satellite and user
U. PbL = Qﬂra%A/\ is the background noise power collected at the LEO satellite, PbU =

. . , . 2
Qma%]A)\ is the background noise power collected at user U’s receiver. A\ = 20A° with ¢

C
is the speed of light in vacuum. PF = %(nsp — 1)G¢ By is the ASE noise power, where h is

the Planck constant. A f = % is the efficient bandwidth. For the remaining notations, they are
given in Table.

4.1.4 Multiple Access Scheme

We consider two methods Charlie can use to transmit the signal to multiple users, called
Bob’s cluster. In the conventional Time Division Multiplexing Access (TDMA) method, Char-
lie sends the signal to each user Bob; within specified time slots. Alice and each user Bob;
receive independent binary bit sequences from Charlie. The key rate will therefore be decreased
proportionally to the number of users. To remedy the drawback of TDMA, we exploit the ran-
domness of the fading channels and the DT/DD settings. Specifically, we can let Charlie send
the same bit sequence to Alice and all users Bob;. As mentioned in Sec. [3.1] only a tiny and
random fraction of transmitted bits are detected at each receiver; we expect each pair of Alice
and Bob; to achieve a secret key with a minimum, unknown overlapped with others. This allows
a higher achievable key rate while keeping acceptable secrecy between users.

Figure[4.4]compares our proposed scheme with the TDMA when Charlie transmits the signal
to multiple users. The colored parts of the received bits at Alice and Bob; illustrate the instants
that Alice and Bob; decoded bits. The blank parts represent the time instants that Alice and
Bob; decoded bit “X” (i.e., no bit is detected). Sifted bits between Alice and Bob; are the
overlapped parts of the received bits at Alice and Bob;. The knowledge parts of their received
bit information from other users Bob; are aligned by dash lines.

4.2 Channel Model

The end-to-end channel state between Charlie and user U hge can be formulated as hgh =
hYRY, where LY, is the channel state between GEO and LEO satellites, and hY is the channel
state between LEO satellites and user U. These channel states are explained in more detail as
follows.
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Figure 4.4: Conventional TDMA and our proposed approach for the key distribution with N =
4.

4.2.1 GEO-to-LEO Channel Model

For the GEO-to-LEO link, the effect of atmospheric is insignificant as the laser signal from
the GEO satellite goes through a non-atmospheric region at an altitude above 20 km compared
to the sea level [[112]]. In addition, we assume that a fine tracking system with perfect alignment
is equipped [111f]. Therefore, it is supposed that the geometric spreading loss of the laser beam
is the major impairment for this link. Moreover, the maximum frequency shift in LEO satellite
communications is within the capability of the current design for optical satellite communica-
tions [[112]. Thus, we ignore the Doppler effect in further analysis.

The Gaussian beam model is assumed for the laser beam from the GEO satellite (Charlie
(C)). The geometric spreading loss for the position vector from the center of the beam footprint
r at LEO satellites is then given by [128]]

hg = hgl]]1 (’l"; LC) = /Ibeam (P - LC) dpa (45)
AZ

where Ipeqm (.) is the normalized spatial distribution of the transmitted intensity. hgl(.) de-
notes the fraction of power collected by each LEO satellite’s receiver with the receiving area
of AZ,Z € {La,Lg}. Lc is the distances between Charlie and LEO satellites, which can
be derived from two-line element (TLE) sets of the GEO and LEO satellites and the geometric
analysis as in [[129].

The approximated result of this integration is given as [115]

2||r|?
hg[;]1 (r; Lo) ~ AZ exp ——

, (4.6)

wLC7eq

where ||7| is the radial distance from the center of beam footprint, AF = [erf(rz)] is the fraction

of the collected power at » = 0 with vz = \/\/;;“Z , where a7 is the radius of Z’s receiving tele-
Lc
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1/2

scope aperture, and w? = (w?  VYrertlvz) (”22 is the equivalent beam radius at distance
Lceq Lc 2vzexp(—v2)

1/2

2
1 Lo ’
T <mgvc> ]

where wo ¢ = A/20c is the beam waist at the transmitter of C, X is the operation wavelength,
and 0c is the divergence angle of the transmitted beam. wy,, is the beam radius at distance L¢
1/2
2
and is given as wr, = wo,c |1+ ( Lo > , where wo ¢ = A/20c is the beam waist at the

e

L¢. wr,, is the beam radius at distance L¢ and is given as wr,,, = wo,c

transmitter of C, and A is the operation wavelength. Here, ¢ is the full beam divergence angle
determined as O = 2.44\/D¢, where D¢ is the diameter of GEO’s transmitting telescope
aperture [116].

For simplicity’s sake, LEO satellites are assumed to be at the center of Charlie’s beam
footprint. The fraction of collected power at LEO satellites is given as hgl (0; Lo) ~ Af.

4.2.2 LEO-to-User Channel Model

For LEO-to-user link, we take into account three major impairments: geometric spreading
loss th2, atmospheric attenuation A, and atmospheric turbulence hY. The composite channel
for LEO-to-user link, thus, can be formulated as h% = thQ hthg. These impairments are

described as follows

4.2.2.1 Geometric spreading loss

We consider the Gaussian beam model for the laser beam from LEO satellites. With a similar
approach in Sec. the fraction of power collected by the user U’s receiver is approximated
as

2 2

hy, (r;Lz) ~ Af exp (-!TH ) , (4.7)

w
Lz,eq

where Ly = (Hz — Hy)/cos(Cu),Z € {La, Lp} is the distance between the LEO satellite

(L4 or Lp)anduser U. Hz and Hy; are altitudes of the LEO satellite and user U, respectively.

Cu is the zenith angle between the LEO satellite and user U, which can be derived from TLE set

of the LEO satellite [[130]. Ay = [erf(1y/)] is the fraction of the collected power at 7 = 0 with
1/2

2
— VT yhere ay 1s the user U’s receiver radius. wy,, = wp z |1+ ( LZQ’\ > ] , Wwhere

vrr =
U \/EUJLZ ﬂ-‘")O,Z

wo,z = A/207 is the beam waist at the transmitter of Z, and 0 is the full beam divergence
angle determined as 6; = 2.44)\/Dy with Dy the diameter of user’s transmitting telescope

2 _merf(uy)
Lz 2uyexp(—v)
The user U 1s assumed to be at the center of Charlie’s beam footprint. The fraction of collected

power at LEO satellites is thus derived as th2 (0; Lz) ~ AY.

1/2
aperture [[116]. w%z eq = (w ) is the equivalent beam radius at distance L.

4.2.2.2 Atmospheric attenuation

The attenuation of laser power through the atmosphere is formulated by the exponential
Beer-Lambert’s law as

hY = exp(—€Ly), (4.8)

where Ly = (Hp — Hy)/cos(Cy) is the propagation distance to user U with the altitude
Hj;, = 20 km that the atmospheric attenuation mainly occurs below [118]]. £ is the attenua-
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tion coefficient, and determined as [|117]]

3912 (Alnm] —a(V)
§(A) = Vikm] ( 550 ) ; 4.9)

where V' is the atmospheric visibility. Depending on the weather conditions, the value of V'
will be changed. The value of the atmospheric attenuation visibility coefficient (V") is modeled
with respect to the value of V' as shown in [121].

4.2.2.3 Atmospheric turbulence-induced fading

Atmospheric turbulence causes by inhomogeneities in the temperature and pressure of the
atmosphere, which lead to variations of the refractive index along the transmission path [?]. This
phenomenon ultimately results in fading of the received optical power, thus leading to system
performance degradation. As reported in [[112]], the turbulence strength for LEO-to-user link
is usually weak with the zenith angles being equal to or less than 60° (due to the minimum
acceptable elevation angle for satellite tracking is set to 30°). Therefore, the distribution of hY
can be modeled as a log-normal distribution that suits the weak turbulence regime. It can be
formulated as [[115]]

2
1 [In(hY) — 2u5]
hWy=—"— exp| — a X, 4.10
fhaU( a) \/S?th'SJ( p( 8(0’%)2 ( )
where 1§ = —(0%)? and (0{)? are the mean and variance of log-amplitude fluctuation, re-
spectively. (a%)2 is calculated as [[120]

Hp,
(6¥)? = 0.56k/%sec!™/5(¢y) [ C2 (h) (h— Hy)* 8dh, 4.11)

Hy

where £ = 27/) is the wave number, and sec(x) is the secant function. The refractive in-

dex structure parameter C2(m~2/3) can be modeled by Hufnagel-Valley as C2(m~2/3) =
2 (1n—52110 _

0.00594 (22)” (107°h) "exp(—155) exp (— 1oag) +2.7x 10~ exp (—125) +C2(0)exp (—125).

where w (m/s) is the average wind velocity, h (m) is the height above the ground, and C2(0) is

the refractive index structure parameter at the ground level.

4.3 Performance Analysis

This section presents the analytical framework to analyze the performance of the proposed
system using using the non-coherent CV-QKD inspired by the BBM92 protocol for[EB|scheme.
We first derive the sift probability between Alice and an individual Bob in the context of multiple
users for both TDMA and the proposed multiple-access method. The quantum bit-error rate
(QBER) and the total final key creation rate for all users are then derived.

4.3.1 Sift Probabilities

4.3.1.1 Single-user sift probability

Sift probability (Fs) between Charlie (the satellite) and a legitimate user U is the probabil-
ity that the user can decode bits using the DT detection, which is given as

PV = Pou(0,04-Po,i(0,1)+Pe,p(1,004+Pe,i(1,1), (4.12)
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where Pou(7,y) (v,y € {0,1})= Pc(z)Py|c(y|r) is the joint probability that bit “z” sent
by Charlie coincides with the decoded bit “y” of user U. Pc(z) is the probability that Charlie
sends bit “z”. Bits “0” and “1” are assumed equally likely to be transmitted; thus, Po(x) = %
Py|c(ylz) is the conditional probabilities that Charlie transmits bit “z”” when user U detects bit
“y” and calculated as [32]]

00 dU
Pyic(0]z) = /0 Q ( = ) fru (h)dRY, (4.13)
dU ; U
rrctiin) = [ (B2 syt @19
0 N
where z‘g = —i? = —iRePGaéthC are the received current signals for bit “0” and bit “17,

respectively. Q(-) is the Q-function. Two thresholds dg and dY at the receiver of user U are
determined by

dy = E[iY] — swo¥, (4.15)
o

d¥ =RV + o, (4.16)

where ¢;7 is the DT scale coefficient of user U and E[] is the expectation operator. Hence,
E[if] = = RcPGo0hY hi and E[iY] = ;R PGo6hy by, where hl] = hYnl, and E[n,.] =
E[th hYRY] = thhgj with E[hY] = 1 as the mean irradiance is normahzed to unlty

4.3.1.2 Multiple-user sift probability

4.3.1.2.1 TDMA method P 5 between two legitimate users, namely Alice and Bob,, is the
probability that both users can decode a bit sent by Charlie using the DT detection receiver. This
probability can be derived as

P5% =Pup, (0,04+Pap, (0,1)+Pap, (1,0)+Pap, (1,1), @.17)

where Pap,(z,y) with z,y € {0,1} is the probability that Alice’s detected bit “x” coincides
with Bob;’s detected bit “y”. The probability Pap,(x,y) is computed as

Pap,(z,y) = Po(x)Pajc(z]z) P, jc(ylr) + Po(y)Pajc(zly) Pp,ic(yly)- (4.18)

4.3.1.2.2 Proposed method In our proposed method, as Charlie sends the same bit sequence
to Alice and all users Bob;, there is a possibility that two or more Bobs can detect the same bit,
which is called the mutual sift probability. Fig. [.3]illustrates the relationship between the sifted
bits of four pairs of users Alice-Bob; (AB;). To guarantee mutually secret keys, Alice and Bob;
need to exclude sifting bits overlapping with other users. The sift probability between Alice and
Bob; is thus determined as follows.

Piig> = P(AB;) — eP(AB;)exa, (4.19)

where P(ADB;)excl is the mutual sift probability with other users Bob;. The exclusion ratio
coefficient, 0 < ¢ < 1, determines the exclusion ratio of mutual bits; when £ = 1, all mutual
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' Alice-Bob,
(AB;)

Alice-Bob,
(ABs)

Figure 4.5: Visualization for the relationship of sift probabilities between Alice and Bob;, ¢ €
{1,2,3,4}. The overlapping region is marked by diagonal stripes.

bits are excluded. P(ADB;)excl can be calculated as

N
P(ABi)exas =y P(ABiNAB;)-> | P(AB,NAB;NABy) + (-1)NP([") AB;), (4.20)
1<j<N 1<j<k<N i=1

where P(AB;NABj) is denoted for the mutual sift probability between two pairs, AB; and
ABj;. This mutual sift probability P(AB;NAB;) is expressed as follows

P(ABiﬂABj):PABiBj (07050)+PAB¢BJ~ (0,0,1)—|—PABiBj (071’0)+PABiBj (0,1,1) “4.21)
+PAB,'B]'(17070) +PABiBj(17071)+PABiBj(17170)+PABZ'B]'(171,1)a

where Pap, g, (7, y, z) with z,y, z € {0, 1} is the probability that Alice’s detected bit “x” coin-
cides with Bob;’s detected bit “y” and Bob;’s detected bit “z”. The probability Pap; B, (x,y, 2)
is then computed as

Pap,B;(z,y,2) = Po(x)Pyc(z|2) Pp,c(y|T) P, c(2]T)
+Pc(y)Pajc(z|y) P, ic(yly) Pp;jc(z]y)- (4.22)

We assume that bit “0” and bit “1” are equally likely, i.e., Po(0) = Po(1) = 1/2. DT
threshold is set so that the error conditional probabilities Py (y|z), Pp,|c(y|z), and Pgc(y|x),
x#y, x,y € {0, 1} is small enough to neglect (e.g., below 1075).

In addition, two levels of DT at receivers are selected symmetrically over “zero” level. Thus,
the symmetrical conditional probabilities are equal. We also assume that all users Bob; are on a
circle whose radius is the distance from Bob; to the center of the beam footprint. The conditional
probabilities of B; given C' are the same for all users Bob;. As a consequence, Eq. (5.18) can
be rewritten as

P(AB;NAB;) = Pap,,(0,0,00+Pap,5;(1,1,1) = P4c(0[0) [Pg,c(0[0)]*. (4.23)
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From Eq. (4.23)), we can simplify Eq. (5.17) as follows

N—-2
P(AB)exa™ Y _(~1)F O Py (0]0) P, (00)] (4.24)
k=0

where N is the number of users and C']]ﬁ,tll is the number of combinations of k£ + 1 users from a

set with N — 1 users.

4.3.2 Quantum Bit Error Rates

Quantum bit error rate (QBER) is used to reflect the bit error rate in the sifted key. QBER
of the proposed system is formulated as [[128]]

Perror

QBER = .
P, sift

(4.25)

Depending on calculating QBER between Charlie and the legitimate user or QBER between
two legitimate users, P 1S determined differently as follows

4.3.2.1 QBER between Charlie and the legitimate user

Perror = PC,U<07 1) + PC,U(la 0)7 (426)

where P 1s the probability that the transmitted bit from Charlie and the received bit at user
U is not the same.

4.3.2.2 QBER between two legitimate users

Perror = -ZDABZ (07 1) + PABZ(17 0)7 (427)

where P is the probability that the received bits at Alice and Bob; are not the same.
An approximate expression for QBER can be obtained by plugging the conditional proba-

bilities” approximations in (A.1) into #.12)), @.17), (4.25), (4.26), and (@.27).

4.3.3 Final-key Creation Rate for Multiple Users

From the information-theoretical viewpoint, we denote the mutual information I(A; B;),
I(A; Ey), I(B;; E), and I(Eq; Es) are defined as the estimation of the amount of information
shared between Alice and Bob;, Alice and Eve; (Eveq located near Alice), Bob; and Eves (Eveo
located near Bob), and Eve; and Eves, respectively. All of them can be determined by

Pyz(y, 2) ]
1) = 2, Draty2)loes | 5y ) 4.8
(Y:2) y7ze{;X,1}YZ(y z)log, [PY(y)Pz(Z) (4.28)

where Py z(y, z) with Y, Z € {A, B;, E1, E»} is the probability that Y’s detected bit “y” coin-
cides with Z’s detected bit “z”. Py (y), Pz(z) are probabilities that Y and Z detected bit “y” and
bit “z”, respectively. In case of I(A; B;), in the proposed method, Pap,(0,0) and Pap,(1,1)
needs to exclude respectively the probability %5P (AB;)exql that other users Bob; also detect the
same bit values with user Bob;. In the TDMA method, there is not any effect on I(A; B;).
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After error correction and privacy amplification to exclude the amount of information leaked
to Eve; and Eve, from the key information shared between Alice and user Bob; at Bob’s cluster,
the useful bit rate, namely final key-creation rate, is calculated as

R{:Rf [l (A; By)—max(I(A; Ey),I(By; E2),I(Ey; E92))], (4.29)

where R; is the sifted-key rate, i.e., the length of the raw key that can be produced per unit
of time that contains the sifting factor. In case of the TDMA method, R; = Pj%i%. In
case of the proposed method, R} = PX%;CXCIRI,. Ry is the system bit rate. o accounts for
error correction efficiency in post-processing procedures. In this paper, we assume perfect error
correction efficiency, i.e., & = 1, as an upper bound evaluation of the system performance [[108].

The total final key-creation rate of N users on Bob’s cluster is expressed as sz = Zf\; 1 sz .

4.4 Two-Layer Satellite FSO/QKD System Design

In this section, we investigate the feasibility of the proposed satellite-based FSO/QKD sys-
tems using GEO and LEO satellites. In particular, a case study of the QKD network for Japan
is examined.

4.4.1 System Configuration and Satellite Selections

We assume that the server Alice is in Aizuwakamatsu City (longitude: 139.93899°E; lat-
itude: 37.52266°N; elevation: 209.093 m) and the user’s cluster Bobs is in Osaka City (lon-
gitude: 135.51983°E; latitude: 34.68305°N; elevation: 155.448 m), which is about 500 km
southwest of Alice’s location. Himawari-8, a Japanese GEO weather satellite operated by the
Japan Meteorological Agency [[131]], is employed as Charlie. Due to the capability of 24/7 global
coverage, Starlink satellites are chosen to be the relay nodes [[132]]. Illustrations of Himawari-
8’s position and orbits of two Starlink satellites (Starlink-1293 and Starlink-2063) over Japan on
December 23", 2021 are calculated from the available TLE data in [127] and displayed in Fig.
.6l All satellites are supposed to be equipped with optical devices necessary for the proposed
system shown in Fig.

There are seven orbital planes of the Starlink satellite constellation from northwest to south-
west of Japan, as shown in Fig. Each plane composes of a group of LEO satellites that fly
across Japan alternately. For the sake of clarity, each group is numbered by the orbital plane
order at the time of observation. To realize the proposed system, it is required that there exist
two LEO satellites that are simultaneously within the required elevation angle with their respec-
tive users at any given time. This requirement is verified by Figs. and [4.8b] which show
the evolutions of the elevation angle of satellites in Group I to VI respective to users located in
Aizuwakamatsu City and Osaka City during a 3000-second period from 16:09:00 UTC+9 Dec.
23, 2021. For example, during the elapsed time from 1000 to 1200 seconds, Starlink-1293 of
group III and Starlink-2063 of group IV are within the required elevation angle with users in
Aizuwkamatsu City and Osaka City, respectively. Without loss of generality, in the following
analyses, these two satellites are chosen as the relay nodes to forward signals from Charlie to
Alice and Bobs.

The parameters used in the analysis, unless otherwise noted, are listed in Table. [5.1] Monte
Carlo simulations are also provided to validate the correctness of analytical results, and a good
match is confirmed. The details of the simulation are as follows. At each second in the elapsed
time, we generate 107 random binary bits. Also, using parameters given in Table. |5.1, we
generate 107 independent channel states between GEO and LEO satellites hg and between
LEO satellite and user hg. The simulation is performed as a discrete event for each bit. Then,
we calculate the received current signal for each bit at user U and detect the received bit by
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comparing it with two thresholds dOU and dY. The simulation runs repeatedly 100 times (i.e., the
bit rate is 1 Gbps as the given system bit rate). We aggregate the number of received bits “0”,
6‘17” and ‘CX”.

Table 4.1: System Parameters

Name ‘ Symbol ‘ Value
GEO Satellite (Charlie)

Wavelength A 1550 nm
Bit rate Ry, |1 Gbps
Altitude Hc 35793 km
Divergence angle Oc |10 prad
Transmitted power P 32 dBm

LEO Satellites (Relay nodes)
Wavelength A 1550 nm
Altitude Hi, 550 km
Divergence angle 0r |50 prad
Receiving aperture radius ap, |10 cm
EDFA Gain G, |40dB
ASE Parameter Ngp |

FSO Channel
Sun’s spectral irradiance
from above the atmosphere at 1550 nm O 0.1 W/cm? pym
Sun’s spectral irradiance
from above the Earth at 1550 nm Q. 10.005W/cm?- um
Wind speed w |21 m/s
The refractive index structure
parameter at the ground level C2(0) |10~ 1Pm~2/3
Visibility (clear weather condition) |4 30 km
Alice/Bob/Eve

Altitude Hy |2m
Receiving aperture radius ay |Scm
Optical bandwidth By 250 GHz
Responsivity R, |09 A/W
Effective noise bandwidth Af 10.5GHz
Temperature T 298 K
Load resistor Ry |[1kQ
Amplifier noise figure F, |2

4.4.2 Transmitter Design

We first investigate the design criteria for Charlie’s transmitter to maintain the security of the
proposed system under URAs. In such attacks, Eves on the ground try to locate their receivers
within the beam footprint of the transmitted signal (at the distance of dg m from the footprint
center). To prevent URAs, a small modulation depth § should be set so that Eve would suffer
from a high error rate (e.g., PL, . > 0.1) when she tries to decode the received signal using the
optimal threshold dF = Fig. illustrates the error probabilities at Eves as a function of §
for different values of dg. Simulation parameters are listed in Table. We consider the worst-

case scenario where the relay satellites are closest to legitimate users (i.e., the zenith angle is 0

2PE.., can be derived in the similar way as in [128]].
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degrees). In this case, Eve can eavesdrop on the maximum possible information. As seen from
the figure, the values of § should be less than 0.7 to guarantee that PE. . > 0.1 in all chosen
values of dg. It is important to note that higher values of § may lead to a lower key rate and
higher QBER [32]]. Therefore, we set 6 = 0.5 for Charlie’s transmitter in the analysis. Also,
in this figure, the analytical results closely follow the simulated ones, confirming the model’s
correctness and analysis.

In addition, we consider the case that LEO satellites are attacked by BSA. Figure4.10[shows
Eve’s error probability versus the modulation depth and the splitting percentage of the signal
received at LEO satellites for different modulation depths ¢. It is observed that if ¢ is decreased,
Eve needs a more significant amount of the received power at LEO satellites to reduce its error
probability. With our transmitter settings (transmitted power, modulation depth, etc.), it is seen
that Eve needs at least 1.5% of splitting power to gain an acceptable BER (less than 10%).
This minimum splitting percentage is used in the further analysis as the lower bound on the
performance of BSA detection.

4.4.3 Receiver Design

The secrecy performance of the proposed system is significantly influenced by the selection
of the dual threshold, which is in turn determined by the DT scale coefficient ;7. In this section,
systematic selections of ¢;; for Alice and Bobs are studied.

4.4.3.1 Alice’s Receiver Design

Firstly, the selection of ¢4 should satisfy two requirements: (i) the sift probability is above
1073 to achieve sifted-key rates at Mbps with Gbps transmission rates of FSO communications;
(ii) QBER is kept below 10~ so that the error can be corrected efficiently at Mbps of sifted-key
rates by error-correcting code. From Figs. (a), (b), and (c), we can determine the range
of ¢4 values to satisfy two conditions with the sift probability and QBER. For this purpose,
Figs. 4.11a] 4.11b] and 4.11c| show the values of ¢y satisfying (i), (ii) and both during the
communicable period between Starlink-1293 and Alice. It is seen that from the elapsed time of
1293s, any value between 0 and 4 can be chosen for ¢ 4.

In addition to the above requirements, Alice should also be able to detect BSA attacks. It
can be done by comparing the difference in the sift probability between Charlie and Alice PS%A
in the case of BSA and no BSA. The larger the difference is, the more likely a BSA is detected.
As shown in Fig. @], this difference increases as ¢4 decreases. The question is how much
difference would be enough to detect BSAs with high accuracy. To answer this, we first simulate
in Fig. the value of P$:* during the first 10-second period assuming that the transmission

rate is 1 Gbps. The time r(s-:lgolution is set to 1072, Assume that BSAs with the power splitting
percentage (SP) of 1.5% happen with a probability of 0.01 (i.e., 1% of the simulation time).
Since 107 bits are transmitted at each time instance, PS%A is simulated as the average of 107
independently random values given in (@.12). Thus, according to the central limit theorem
[133], P&A at each time instance can be well approximated by a normal random variable with
the standard deviation denoted as ogg. When a BSA happens, PS%A decreases, resulting in an
increase in its deviation (i.e., the difference between PS%A and its mean value). An attack event

can then be detected if the deviation of PSin,tA exceeds a properly chosen threshold dgsa, which
is determined in what follows. Firstly, we define the following events. A false alarm is an event

that the deviation of PS%A exceeds the threshold yet no actual BSA is conducted. A missed

BSA event is an actual BSA that can not be detected due to the low deviation of PSin;A compared
with the threshold dgss. A probable BSA event is an event that is either a false alarm or an
actual BSA. To prevent frequent false alarms (which may interrupt the communication session),

dpsa > 204 is considered. A visualization of these events is displayed in Fig. for the case
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that dgsa = 2.2504. For different settings of dgsa and differences in Ps%tA between BSA and
no BSA, the numbers of actual BSA events, probable BSA events, false alarms, and correct BSA
detections are tabulated in Table. Here, it can be seen that increasing dgga results in higher
percentages of correct attack detection and lower percentages of false alarms. Specifically,
when the difference in PS?;;A between BSA and no BSA is higher than 2% (corresponding to
¢ > 2.5 as shown in Fig. [4.12)), the percentages of correct detection (w.r.t both No. actual
BSA and probable BSA events) can be made to 100% by choosing dgsa = 30s. Together
with the requirements of the sift probability and QBER described above, ¢4 should satisfy that
2.5 < ¢4 < 4. Nonetheless, according to Fig. as ¢4 increases, the sift probability
decreases. Since high values of the sift probability are preferable, ¢4 = 2.5 is chosen for our

design.

Table 4.2: Simulation results of BSA detection

Difference No. of | No. of | No. of | Percentage | Percentage | No. of | Percentage
in Psci’;’tA actual | proba- correct | of correct | of correct | false of
between no | BSA ble BSA | BSA detection detection alarms | alarms
BSA and | events | events events (wor.t No. | (wr.t No. (w.r.t No.
BSA of ac- | of proba- of proba-
tual BSA | ble BSA ble
events) events) events)
dpsa = 20
1.1%-1.5% 19 21 13 68.42% 61.9% 8 31.9%
1.5%-1.8% 15 20 9 60% 45% 11 55%
1.8%-2% 12 24 12 100% 50% 12 50%
2%-2.4% 14 16 14 100% 87.5% 2 12.5%
dBSA = 2~25Usd
1.1%-1.5% 19 16 9 47.37% 56.25% 7 43.75%
1.5%-1.8% 15 12 8 53.33% 66.67% 4 33.33%
1.8%-2% 12 17 12 100% 70.59% 5 29.41%
2%-2.4% 14 15 14 100% 93.33% 1 0.67%
dpsa = 2.504
1.1%-1.5% 19 11 8 42.1% 72.73% 3 27.27%
1.5%-1.8% 15 7 6 40% 85.71% 1 14.29%
1.8%-2% 12 11 10 83.33% 90.91% 1 9.09%
2%-2.4% 14 14 14 100% 100% 0 0%
dBSA = 2.750'5(1
1.1%-1.5% 19 5 4 21.05% 80% 1 20%
1.5%-1.8% 15 6 6 40% 100% 0 0%
1.8%-2% 12 9 9 75% 100% 0 0%
2%-2.4% 14 14 14 100% 100% 0 0%
dpsa = 30
1.1%-1.5% 19 4 4 21.05% 100% 0 0%
1.5%-1.8% 15 5 5 33.33% 100% 0 0%
1.8%-2% 12 7 7 58.33% 100% 0 0%
2%-2.4% 14 14 14 100% 100% 0 0%

4.4.3.2 Bob’s Receiver Design

To ensure that each user Bob; can operate properly even if he excludes all key information
that other users can be known when applying the proposed system, we assume that ¢ = 1.
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Similar to Alice’s receiver design, the requirements for selecting ¢p, should satisfy: (i) the sift
probability between Alice and Bob; is higher than 103 and (ii) the QBER between them is
lower than 1073, Observing from Figs. |4.15a], |4.15b|, and |4.15(:L any value of ¢p, between 0
and 2.5 satisfies these requirements.

In addition, regarding the detection of BSAs, to achieve a higher 2% difference in the sift
probability between Charlie and Bob; between no BSA and BSA (performed by Lp with SP =
1.5%), <p, should be at least 2.25 as shown in Fig. Therefore, g, = 2.25 is chosen to
maximize the sift probability between Alice and Bob;.

4.4.4 Secret-Key Performance

In this section, we investigate the secret-key performance of the proposed system in terms
of the total final-key creation rates of all users. The number of users at Bob’s cluster is NV = 4.
We assume that there are two eavesdroppers performing URAs at Alice’s and Bob cluster’s
locations as depicted in Fig. The eavesdroppers are assumed to be located 26 meters away
from the legitimate users. Under the design of Alice’s and Bob;’s receiver presented in the
previous sections, Fig. 4.17|illustrates the total final-key creation rates of all users RL. versus
the exclusion ratio coefficient ¢ at different elapsed time instances that Charlie transmits the
signal to the relays. The number of users at Bob’s cluster is N = 4. It is observed that RL of
the TDMA method is nearly three times lower than that of the proposed system. To ensure that
different secret keys are generated for users (i.e., no mutual sift probabilities among 4 users),
Bob; can keep 0% of the overlapped permission (i.e., e = 1). RL. can increase if Bob; allows
a larger percentage of the overlapped permission among all users. For example, at the elapsed
time ¢ = 1328 s, sz increases by 7% if Bob; keeps 50% of the overlapped permission (i.e.,
e = 0.5) when he is in a trusted network. However, this also increases the knowledge of
key information among users, resulting in reduced security of the proposed system if the trust
relationship among all users is broken.

Finally, Fig.{4.18|investigates RL with respect to the number of users at Bob’s cluster at the
elapsed time ¢t = 1323 s. In addition to g, = 2.25 chosen from the previous section, we also
examine other lower values of ¢p, in the operational region of ¢p,. In the case of TDMA, it can

be seen that sz keeps unchanged when the number of users increases. In the proposed method,

for each value of ¢p,, there exist an optimal number of users that maximizes RL.. For example,
the optimal number of users is about 30 when ¢, = 2.25. As ¢p, decreases, the sift probability

between Alice and Bob; increases as shown in Fig. |4.15¢| leading to an increase in sz at the
optimal number of users.

4.5 Conclusions

This chapter presented a novel design framework for a global-scale FSO/QKD network
based on a GEO satellite as the secret key source and LEO satellites as relay nodes for mul-
tiple wireless users. The non-coherent CV-QKD protocol using DT/DD receivers inspired by
the BBM92 protocol for [EB| scheme were employed. The system performance was analyzed,
considering the spreading loss, atmospheric attenuation, and turbulence. Based on the design
criteria for the proposed system, we investigated the case study for the Japan QKD network,
taking into consideration the two prevalent attacks of URA and BSA. We proposed a multiple-
access method to improve the total secret key performance. We also proposed a simple yet
effective BSA detection method based on the statistical observation of sift probability by legiti-
mate users. The numerical and simulation results confirmed the feasibility of implementing the
FSO/QKD system.

66



4.5. CONCLUSIONS

150°E

Starlink-1293 att = 1399 s
145°E

140°E

Ajzuwakamatsu
Longitude

—
=

[+
2]
@
o~
-

.

-
£
E
7]

135°E

Starlink-2063 att= 1399 s

.3§;¥§t

130°E

Starlink-2063 att = 1253 s
125°E

apnie i

-

180°E

150°E

GEO satellite
Himawari-8
Longitude

120°E

90°E

N
o

=z g
o )
uw o
s 2]

i
apnjien

Figure 4.6: Position of GEO satellite on the Earth’s surface and ground traces of LEO satellites
over Japan observed from 16:09:00 UTC+9 2021/12/23 (Calculated from the collected data

in [127])
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Figure 4.7: Seven orbital planes of Starlink satellite constellation over Japan.
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Figure 4.12: The value difference in the sift probability between Alice and Charlie in the case
that no BSA and BSA are performed by L 4, SP = 1.5 %.
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Figure 4.13: Simulation results of the sift probability between Alice and Charlie in the case that
BSA is performed by L 4, SP =1.5%.
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Figure 4.16: The value difference in the sift probability between Alice and Bob; in the case that
no BSA and BSA is performed by Lp, SP=1.5 %.
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Chapter 5

Design of Hybrid EB/PM
Satellite-Based FSO/QKD Systems
using GEO/LEOs towards QKD
Networks

This chapte focuses on the design of global-scale free-space optics/quantum key distri-
bution (FSO/QKD) networks involving geostationary (GEO) and low-Earth orbit (LEO) satel-
lites. In the approach of the satellite-based system in chapter [4] the eavesdropper
may possess valuable information about the secret keys by analyzing received signals from
satellites in the scheme. Therefore, in this chapter, we present a novel implementation of
network coding-aided hybrid entanglement-based/prepare-and-measure (EB/PM) for satellite
continuous-variable QKD (CV-QKD) using dual-threshold/direct-detection (DT/DD) scheme
to distribute shared secret keys to multiple users located in distant locations. The purpose of
using network coding in this work is to send the key information from GEO satellite to users
without sending it directly. Then, the system performance is investigated in terms of final key-
creation rates by considering the number of user pairs that the proposed system can support and
the effects of the spreading loss, atmospheric attenuation, turbulence, and unauthorized receiver
attack (URA) from eavesdroppers. Also, the feasibility of a case study is considered for the
existing GEO and LEO satellites from Japan QKD network.

In multiple-user communication scenarios, it is desirable for all users to share their secret
keys such that each user can decrypt messages sent by any other users. With distant groups
of users, secret key distribution for each pair of users can cope with many security concerns
when the secret keys are relayed/routed over many hops [[139]]. A more efficient alternative
is to derive the key from a key source. The key information is then distributed to all users,
and each user performs measurement on their own received signal. Each user in each group
then performs a post-processing procedure via a public channel with each other to agree on
their shared secret key [[140]. To implement this method to distribute secret keys for multiple
users within distant groups, in this paper, we propose network coding-aided hybrid EB/PM
satellite FSO/QKD systems. Both EB and PM schemes are implemented using continuous-
variable QKD (CV-QKD). It is realized by transmitting sub-carrier intensity modulation/binary

'The content of this chapter was presented in part in

1. Minh Q. Vu et al.,“Network coding aided hybrid EB/PM satellite-based FSO/QKD systems,” 2023 Inter-
national Technical Conference on Circuits/Systems, Computers, and Communications (ITC-CSCC), Jeju,
Korea, Jun. 2023.

2. Minh Q. Vu et al.,“Satellite-based quantum key distribution: hybrid EB/PM scheme-assisted multiple users,”
Under Review
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GEO Satellite 0 (G,)

Figure 5.1: Proposed FSO/QKD system using LEO and GEO satellites with N = 3. (Maps
data: Google Earth)

phase shift keying (SIM/BPSK) signal and equipping dual-threshold direct detection (DT/DD)
receivers thanks to its advantages of simple configuration, cost-efficiency, and compatibility
with standard optical communication technologies [128]. We also analytically derive the final
key-creation rates and investigate the feasibility of the proposed system with practical Japan
QKD satellite networks.

5.1 System Description

5.1.1 System Model

Figure [5.1] depicts the proposed two-layer satellite-based FSO/QKD system for multiple
wireless users. In this system and in the context of secure vehicle network, we consider N pairs
of autonomous vehicles as users in two distant sites (Alice’s and Bob’s sites). Each user on each
site is adjacent to each other and numbered from 1 to V. They are denoted as A; and B; with
j,l € {1,..., N}, respectively. Each user on Alice’s site will exchange secret keys with the
respective user on Bob’s site.

In particular, a GEO satellite (Go) generates the key Ky via FSO channels to two LEO
satellitesﬁ (L;,i € {1,2}). Among Gy and L;, EB scheme is applied. After receiving K at L;,
the network coding scheme is employed to distribute the shared key K to multiple legitimate
users and is described as follows. Firstly, each L; uses PM scheme to distribute N different
keys to each user by implementing multiple beams over FSO channel at each site. The secret
keys shared by PM scheme between L; and users on Alice’s site and on Bob’s site are denoted
as K 4, and K g, respectively. Secondly, meanwhile, the received key K at each L; is encoded
with K A (at Ly) or Kp, (at Lo) using XOR operation. Then, the encoding K { =Ky K A
and K} = Koo K B, are shared with A; and B via the public channel, respectively. Thirdly, A;
and B, then decode respectively received K f and K. é by applying the XOR operation with the
received K4, and K p,. In the perfect case without any errors, each respective pair of users, A;
and By, can retrieve the same key Ko, i.e., (Ko ® Ka,)® K4, = Koand (Ko® Kp,) © Kp, =
K. The detailed QKD protocol is further described in Section[5.1.2]

2As suggested by NASA, the minimum LEQ’s elevation angle for system tracking is 30° to avoid the skyscraper’s
blockage and minimize the impact of atmospheric attenuation/turbulence [[146]. Also, this paper considers LEO
satellites as trusted nodes.
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Figure 5.2: Principle of the proposed scheme with N = 3.

Moreover, we also consider the scenario where eavesdroppers (Eves) perform an unautho-
rized receiver attack (URA), the most popular attacking strategy in practical QKD systems. For
this attack, Eves, which can be wireless vehicles, try to tap the transmitted signals from L; and
Lo by locating their detectors within the beam footprints of each user.

5.1.2 Proposed QKD Protocol for Multiple Wireless Users

The implementation of the proposed QKD protocol of the proposed system can be divided
into the following stages.

Stage 1: GEO (G)) distribute the secret key Ky to Alice; and Bob; using scheme over
the quantum channel (FSO channel).

o Signal preparation at Go: G generates SIM/BPSK modulated signal representing bit
a € {0,1} of Ky. The value of intensity modulation depth d¢, (0<dg,<1) is adjusted
small enough so that the transmitted state cannot be distinguished clearly.

e Signal transmission and detection at L; and L,: The signal from Gy is transmitted
simultaneously to L; and Lo. At each LEO satellite, the received signal is detected indi-
vidually by its own DT/DD receiver following the detection rule as

ar, = 1if (4 i (5.1)

X otherwise,
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where a . is the detected bit at L;, j € {1,2}, il is the detected value of the received
current signal at ;. dg" and dlLi are the two levels of DT. X represents the case that L;
creates no bit corresponding to the case of wrong basis selection in QKD [32].

After stage 1, because the random fluctuations in the received signals result in random detection
results of “0”, “1”, and “X”, L1 and Lo will receive parts of K to form Ké;l at L1 and KOL2 at
L.

Stage 2: L;,i € {1,2} implement scheme to distribute secret key K 4, with Alice; and
K g, with Boby, respectively, over the quantum channel (FSO channel).

e Signal preparation at L;: SIM/BPSK is also generated at L; with a small modulation
depth 0, (0<dp,<1), corresponding to binary random bit b € {0, 1} of K4, at L; and
c€{0,1} of Kp, at L.

e Signal transmission and detection at Alice; (Bob;): The signal from L (L2) is trans-
mitted and detected separately at Alice; (Bob;). The DT/DD receiver at Alice; (Bob;)
applies the detection rule to create bit b/(¢’) € {0, 1} and no bit detected (“X”) from
the detected signal i (i2) with dgl J (dOB ) and dfj (df ') are the two levels of DT at
Alicej (BObl).

After this stage, Alice; (Bob;) will receive random detection results of bit “0”, “1”, and no bit
detected (denoted by “X”) in K 4, (Kp,) to form K 'Aj (K ;31) due to the random fluctuations in
the received signals over the atmospheric channel between L; and Alice; (Boby).

Stage 3: Post-processing procedures using the public channel (e.g., the Internet) to create
secret keys between Alice; and Bob,

e Key forwarding: Bit a;, of KOL * is stored at L; and distributed to Alice; and Boby,
respectively. The transmitted bit is encoded using XOR operation with bit b of K 4; at Ly
(bit c of K, at L) and broadcast via the public channel.

When Alice; and Bob receive the broadcast signal, they decode bit k:g‘ 7= (ar, Db)BY
for K, g‘ 7 at Alice; and bit kég "= (ar, ®c)®c for Kég " at Bob;. The received signal from
the broadcast channel is assumed to be error-free. Alice; and Bob; then can decode ay,
successfully if o’ (¢) is detected correctly as transmitted bit b (c) in stage 2 as follows

ki = (ap, ®b) @b =ar, (5.2)

k:(]f’ = (ar, ®c) Bc=ar,.

If either bit az, (ar,) or V' (¢) is detected as X (i.e., no bit is detected), k:g1 I (kég ) is
assigned to X.

e Sifting process: Each pair of Alice; and Bob; notify of the time instants that they can
receive binary bits from KOA 7 and Kf !. They will discard bit values at time instants that

either k:a4 7 or k‘f ' is assigned to X. Alice; and Bob; then share an identical bit string,
i.e., sifted key as the combination of different parts of K. The details of the operational
scheme are illustrated in Fig. The sifted key part is illustrated as the rectangular part
having the same size with K. The colored part of the received bits at Alice; and Boby
denote the instants that Alice; and Bob; decode bits. Otherwise, the blank parts represent
the time instants that Alice; and Bob; decoded “X” (i.e., no bit is detected). The sifted
key bits between each pair of Alice; and Bob; can be overlapped with each other. With
a pair of user Alice; and Bob;, the knowable sift key parts of other pairs are aligned by
dash lines.

3This figure is for illustrative purposes only. Practically, the probability of received/sift bit is much lower (about
1073)
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e Post-processing: Error correction and privacy amplification are performed at Alice; and
Boby to get the final shared secret key from the sifted key K.

5.2 Channel Models

5.2.1 GEO-to-LEO Channel Model

In the first stage, two LEO satellites L; receive the signal of K from the GEO satellite via
FSO channel. This signal is transmitted through a non-atmospheric region at an altitude above
20 km, therefore, the effect of atmospheric can be imperceptible [[141]]. All satellites and users
are assumed they equipped with fine tracking systems with perfect alignment [142]]. Moreover,
because the maximum frequency shift in LEO satellite communications is within the capability
of the current design for optical satellite communications, the Doppler effect is neglected [[112]].
Therefore, the geometric spread attenuation of the laser beam modeled by the Gaussian beam
becomes the critical impairment.

The attenuation caused by geometric spread for the position vector from the center of the
beam footprint  is approximated as [[115]]

) , 2(|r||?
BE (3 Lay) = AL exp (— il ) 53)

LGO ,€q

where ||7|| is the radial distance from the center of the beam footprint. L, is the distance
between GGy and L;. This distance can be calculated from two-line element (TLE) sets of the

GEO and LEO satellites and the geometric analysis as in [[129]. AOL © = [erf(vr,)] is the fraction

. Tar,. . , . .
of the collected power at 7 = 0 with vy, = \/é; i, where ay,, is L;’s receiver radius. w Loy =
LGO

971/2
1+ < LagA > ] , where wgo = \/20¢, is the beam waist at the transmitter of G, A

Go
W G
0 7(wg 0)2

2

is the operating wavelength, and 0, is the divergence angle of the transmitted beam. wy , .. =
0 I’

( 2 Vmerf(vi,)

1/2
La, W) is the equivalent beam radius at distance Lg,. L; is assumed to be at

the center of Gy’s beam footprint. Therefore, hf P = hfo (0; Lg,) =~ AOLi.

5.2.2 LEO-to-User Channel Model

In the second stage, L; transmits the signal to user U € {A;, B;} over the FSO channel
to distribute key Kp;. The received signal at user U mainly suffers from three major impair-
ments consisting of the attenuation due to geometric spread hU, atmospheric attenuation h,
and atmospheric turbulence hY. The composite channel between L; and users is determined as
hY = hUhYRY

Li — p ' a

5.2.2.1 Geometric spread

We model the transmitted laser beam from LEO satellites as the Gaussian beam. Similar in
Sec. the attenuation due to beam spread at user U is approximated as

2llr 2
hy (r; Ly) ~ A exp (—!’) , (5.4)
Lir,eq

where Ly = (Hp, — Hy)/cos(Cy) is the distance between the L; and user U. Hj, and Hyy
are altitudes of L; and user U. ( is the zenith angle between L; and user U, which can
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be derived from TLE set of LEO satellites [[130]. AY = [erf(ry/)] is the fraction of the col-

lected power at » = 0 with vy = \/\/571# where ay; is the user U’s receiver radius. wr,, =
L
971/2 v
wy |14 ((L‘i>‘)2> ] , where wéi = \/20r, is the beam waist at the laser transmitter of
m(wy *

1/2
L;, and 07, is the divergence angle of the transmitted beam. w7 . = (w%U %)
’ U

is the equivalent beam radius at distance Lg;. The user U is assumed to be at the center of L;’s
beam footprint. The fraction of collected power at user U is thus derived as h(l)] (0; Ly) ~ AY.
To perform URA, Eve; and Eve; locate near Alice; and Bob,, respectively, and within the beam

footprint from L,;. Therefore, the fraction of collected power at them can be determined as

. 2dg 2
hfj (dg,; Lu) ~ AY exp <—w2 Ei > where dg;,j € {1,2,...,N} is the distance from Eve;
: Lyy,eq :
to user U. This formula for £} is derived in a similar way.

5.2.2.2 Atmospheric attenuation and turbulence

The attenuation of the transmitted laser beam through the atmosphere is calculated by the
exponential Beer-Lambert’s law as h{ = exp(—¢{Ly), where Ly = (Hp, — Hy)/cos(Cy) is
the propagation distance to user U with the altitude H; = 20 km that the atmospheric attenu-
ation mainly occurs below [118]]. £ is the attenuation coefficient, and its value depends on the
operating wavelength and the weather conditions [[121]].

In the Earth’s atmosphere, atmospheric turbulence is caused by inhomogeneities in the tem-
perature and pressure of the atmosphere and leads to variations of the refractive index along the
transmission path. These index inhomogeneities can cause fluctuations in both the amplitude
and the phase of the received signal when the signal propagates through the atmosphere. These
fluctuations result in an increase in the link error probability, limiting the performance of the sys-
tem [121]]. When the zenith angles equal to or less than 60° as the requirement for tracking users
mentioned in Sec. [5.1.1] the turbulence strength for LEO-to-user link is usually weak [[128]. For
weak turbulence, the distribution of hg can be modeled as a log-normal distribution as [|120]]

2
1 [In(h{) — 2u§]
Fng (he) = ——=—rexp| = : (5.5)
a7 BrhloY 8(c¥)?
where ;1§ = —(0%)? and (0{)? are the mean and variance of log-amplitude fluctuation, re-

spectively. (O')U()Q is calculated as [[120]

Hy,
(09)? = 0.56k7/9sec!/0(¢)[C? (h)(h—Hy)*dh, (5.6)
Hy

where £ = 27/ is the wave number, and sec(x) is the secant function. The refractive index
structure parameter C’fl(m_Q/ 3) can be modeled by Hufnagel-Valley as

C2(m™2/%) = 0.00594 (3= ) (107°h) exp( 1000>exp< o

42.7 x 10~ %exp <—15}80> + C2(0)exp <—>, (5.7)

where w (m/s) is the average wind velocity, h (m) is the height above the ground, and C?2(0) is
the refractive index structure parameter at the ground level [[121]].

81



CHAPTER 5. DESIGN OF HYBRID EB/PM SATELLITE-BASED FSO/QKD SYSTEMS USING GEO/LEOS
TOWARDS QKD NETWORKS

5.3 Performance Analysis

5.3.1 Sift Probability between Alice; and Bob;,

The sift probability between Alice and Bob (lei]f-th) is the probability that both Alice; and
Bob; can receive bit "0” or "1 from kg 4,) and kq(p,). This probability is calculated as

Piijtgl = Pa;B(0,0)0+Pa;5(0,1)+Pa;5(1,00+Pa; 5(1,1), (5.8)

where Py, g (m,n), m,n € {0,1} is the probability that Alice; receives bit kg(4,) = m
coincides with bit ko g,y = n at Bob;. Pa; p,(m,n) is formulate as as

PAjBl (ma n) = Z PL1L2 (Oap)PLlAj (q7 T)PLzBl (S) t)v (59)
0,p,qr,5,t€{0,1}

where o ®q@®r =mandp® s®t =n. Pr,1,(0,p) is the probability that L;’s received bit
o coincides with Ly’s received bit p. Pp, 4, (g,7) is the probability that L, transmits bit ¢ and
Alice; receives bit r. Pr,p, (s,t) is the probability that Lo transmits bit s and Bob; receives bit
t. These probabilities can be calculated, in turn as

Pri1,(0,p) = Py (0) Pry 6 (0]0) Pryico (Pl0) + Pao () Pry o (0lp) Pryjcy (), (5.10)
Prya;(a,m) = Pr,(q) Py, (r]a), (5.11)

Pr,p(s,1) = Pr,(5) P, L, (t]s), (5.12)

where Pg,(0), Pr,(q), and Pr,(s) are the probabilities that Gy, L, and Lo send bit o, g,
and s, respectively. We assume that bits “0” and “1” equally likely to be transmitted; hence,
PGO(O) = PL1(Q> = PL2(3) = %

Prco(21y),i € {1,2},y&= € {0,1} is the conditional probabilities that G transmits

Ly L;
bit y when L; detects bit z and calculated as P, (0ly) = Q <Z-” Lilo >, Prc,(1ly) =
N
L .L; _ _ .
Q <d1 UUZy >, where iOL’ = —i{” = —iRePtGO el hfz are the received current signals for bit
N

“0” and bit “1” at L;, respectively. R, is the responsivity of the photodetector, and PtGO is the
peak transmitted power at Go. Q)(-) denotes the Q-function. Two thresholds dé ‘ and allle at the
receiver of L; are determined by dOL'L' = ZOL‘ - gLia]LV" and d¥ = ¢l 4 ng.aﬁ;', where ¢z, is
the DT scale coefficient of L;, aﬁ" is the total noise variance including shot noise, background
noise and thermal noise at L;.

Py, (2ly),U € {Aj, Bi} is the conditional probabilities that L; transmits bit y when U
detects bit z and determined as [[128]]

> iy — dg U\q3.U
Pyr,(0ly) = / Q| L= fav(hg)dhy (5.13)
0 ON
> dlU — iy U\q3.U
PU‘L1(1|y) = / Q 7Uy fh(({(ha )dha ) (5.14)
0 OnN
where i{ = —i{ = —% RePtLié Lq-,hﬂ are the received current signals for bit “0” and bit “1” at
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user U, respectively, and P is the peak transmitted power at L;. Two thresholds dU and d¥ at
the receiver of user U are given by

dY = E[i{] — wo¥,dV = E[Y] + ok, (5.15)
where ;7 is the DT scale coefficient of user U and E[-] is the expectation operator. We have
E[i§] = —3R.Pl61,h{ b and B[iY] = 1R P/ 6, b h as E[RY | = E[h] WY hY] = h/nY
with E[hY] = 1 as the mean irradiance is normalized to unity.

Because Eve; cannot obtain the knowledge of user U’s DT value, the best choice for her

is to use the optimal threshold déE 7= diEj = 0 to receive as much as key information as
possible, however, she will suffer high bit error rate thanks to the small modulation depth 6y,
of transmitted SIM/BPSK signal. The detailed explanation for the security of non-coherent
CV-QKD can be found in [[128]].

On the other hand, as mentioned in Sec. there are probabilities that the sifted key of
Alice; and Bob; can have useful bits (i.e., bits “0” and “1”) at the same time instants with the
sifted key of other pairs as illustrated in Fig. Alice; and Bob; can know which time instant
they and other pairs can decode useful bits based on the information sent via the public channel
between each pair. The probability of this event is called mutual sift probability. To create
independent secret keys with other pairs, Alice; and Bob; need to exclude the mutual sifting key
information with other pairs. Thus, the sifting probability between Alice; and Bob; is continued
to calculate as follows

ngtBelxcl = P(AjBl) — EP(AjBl)excb (5.16)

where € (0 < € < 1) is the exclusion ratio coefficient; when € = 1, all mutual bits are excluded.
P(A;Bj)exq is the mutual sift probability with other pairs and formulated as

P(AjBl)excl = Z P(AjBlﬂAjQBIQ) — Z P(AjBlﬂAjQBZQQAj3B13)
1<j2,ke<N 1<j2,l2,3,13<N

N
+(=D)NP( () 4A;B), (5.17)
jk=1

where P(A;B;NAj, B, ) is denoted for the mutual sift probability between two pairs, A;B; and
Aj, By,. This mutual sift probability P(A;B;NA;, By, ) is expressed as follows
P(A;BiNAj,Bi,) = Pa;p,,4;,8,(0,0,0,04+Pa; B, 4,,5,(0,0,0,1)
+Pa;B,,4;,B,(0,0,1,0) + Pa; B, 45, B, (0,0,1,1)+ Pa;p, 4, 5,(0,1,0,0
+Pa,B,,A,, B, (0,10, Pa, B, 4,5, (0,110 Pa,p, 4,5, (0,1,1,1
+Pa;B,,4;,B,(1,0,0,0+ Pa;p, 4,8, (1,0,0,1)+ Pa;p, 4,5, (1,0,1,0
L (LOL )+ Pa, g, a, B, (110,014 Pa, 4,5, (1,1,0,1
+PA].BZ,AJ.QB£2(1,1,1,0)+ Pa,B,.A,, 5, (11,1,1) (5.18)

)

) )

) )

, ) )

+Pa;B,,A;,B )

where Py, iB1,Aj, By, (m,n,o0,p) withm,n,o,p € {0,1} is the probability that Alice;’s detected
bit m coincides with Bob;’s detected bit n, Alice;,’s detected bit o and Boby,’s detected bit p.
Pa;By,A;, B, (m,n,0,p) is formulated as

PAijA BIQ(m n,0,p) Z PL1,L2(q7 )PLl, (u1,v1)

q,7,u1,01,U2,02,Y1,21,Y2,22€{0,1}

X Pry a;, (u2,v2) PrLy B, (41, 21) PLy, By, (42, 22), (5.19)
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where m = qPu; B vy, n = r®y; B 21, 0 = qPus B va, and p = rPys B 22.
The general formula to calculate the mutual sift probability between N user pairs is given
in

5.3.2 Quantum Bit Error Rate (QBER)

QBER is used to reflect the bit error rate in the sifted key K, 64 BL This metric is formulated

ErTOr

as QBER . g, = %, where Pjr;"Brl is the probability that there is a number of the erroneous
Vit

bits in the sifted key. These erroneous bits are caused by technical imperfections [94]]. The
erroneous probability can be determined as

P‘erl'-%rl - PAJ'BZ (0’1) +PAJ‘BZ (170)7 (520)
where Py, g, (0,1) and Py, p,(1,0) are determined as Egs. (5.11),(5.12).

5.3.3 Final-Key Creation Rate

After performing error correction and privacy amplification in post-processing procedures to
exclude the amount of information leaked to eavesdroppers, the final key-creation rate (R?j Bl)
is a metric to determine the useful bit rate of the key distribution system for a pair of users.
R?j Pt is given as

AjBl

AjBl[
f

R :RS aI(Aj;Bl)—max(I(Aj;Ej),I(Bl;El))] y (521)
where R?j B _ RbPIZiJf,tngCl is the sifted-key rate between Alice; and Bob; after mutual sift
probability extraction, Fy is the system bit rate. « denotes the error correction efficiency and
is assumed to be 1 to evaluate the upper bound of the proposed system’s performance [108].
I(A;; By), 1(Aj; Ej), and I(By; E) are the mutual information between Alice; and Boby,

Alice; and Eve;, and Bob; and Eve;. These mutual information formulas are given as

Pyz(y,z) ]
= Py, 2)logs |\ 5= 5B 3 | 5.22
( ) y,ze%XJ}YZ(y 2llog [PY(?/)PZ(Z) (5.22)

where Py z(y, z) with Y, Z € {A;, B, E;, £} is the probability that Y’s detected bit y coin-
cides with Z’s detected bit z. Py (y), Pz(z) are probabilities that Y and Z detected bit y and
bit z, respectively.

5.4 Numerical Results

5.4.1 Practical Scenarios and Considered Satellites

To investigate the feasibility of the proposed system for Japan QKD network, we con-
sider multiple users Alice; are located randomly in Aizuwakamatsu City, Japan (longitude:
139.93899°E; latitude: 37.52266°N; elevation: 209.093 m). On the other hand, multiple user
Bob; are located randomly in Osaka City, Japan (longitude: 135.51983°E; latitude: 34.68305°N;
elevation: 155.448 m), which is about 500 km southwest of Alice; location. We select the exist-
ing Japanese GEO satellite Himawari-8 ((longitude: 140.66°E; latitude: 0.02°S) employed as
G in the proposed system [131]]. LEO satellites employed as L; are chosen from the Starlink
constellation thanks to the capability of 24/7 global coverage [[132]. The data of satellites were
observed at the epoch time of 16:09:00 (UTC+9) on Dec. 23, 2021. After the epoch time, from
the elapsed time of ¢ = 1253 s to t = 1399 s, two available LEO satellites (Starlink-1293 and
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Figure 5.3: Ground traces of LEO satellites over Japan observed from 16:09:00 UTC+9
2021/12/23.

Starlink-2063) can transmit the signal to Alice; and Bob; simultaneously, where the zenith an-
gle between a satellite and a legitimate user is below 60° as shown in Fig.[5.3| plotted from the
available TLE data in [127]).

5.4.2 Secret-key Rate Performance

In this section, we analyze the secret-key rate performance indicated by the final-key cre-
ation rate of R?j Pt and the number of user pairs that the proposed system can support under
URAs performed by Eve;. Following the design criteria in [#.4.T} our main target is to control:
(D) PX;‘EI"CI > 1073 to guarantee that Alice; and Bob; receives sufficient key information, i.e.,
to achieve a sifted-key rate at Mbps with the typical transmission rates at Gbps of FSO commu-
nications; and (2) QBER 4 g, < 1073 so that the error is small enough that it can be efficiently
corrected at such Mbps of sifted-key rates by error-correcting code. Thus, the parameters can
be selected as dg, = 0.6, 61, = 0.6, 51, = 1, ca; = 0.25,¢p, = 0.25. In addition, the other
system parameters are shown in Table[5.1]

Figure [5.4] shows the final-key creation rate of one user pair with different numbers of user
pairs (/V) and the zenith angle between L; and users as the function of elapsed time. The
final-key creation rate of one user pair will achieve maximum value (e.g., =~ 18 kbps when
N = 1). When the number of user pairs increases, the final-key creation rate of one user pair
will decrease.

In Fig. [5.5 the final-key creation rate of one user pair versus the number of user pairs
with different exclusion ratio coefficients at a specific time instant ¢ = 1360 s are presented.
Basically, the final-key creation rate of one user pair will decrease when the number of user
pairs increases. When ¢ = 1 (i.e., 100% mutual sift probabilities are excluded), the final-key
creation rate will asymptote to 0 when the number of user pairs increases to 40. In this case,
a pair of users can generate different secret keys from other user pairs. The saturated value of
the final-key creation rate of one user pair can be increased if more percentages of mutual sift
probabilities are kept in the sift probability of Alice; and Bob;. For example, when ¢ = 0.9
(i.e., 10% mutual sift probabilities are kept), the saturated value of the final-key creation rate
of one user pair is increased to ~ 5 kbps. However, this also increases the knowledge of key
information among user pairs. It can lead to reduced security of the proposed system if the trust
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Table 5.1: System Parameters

Name \ Symbol \ Value
GEO Satellite GG
Wavelength A 1550 nm
Bit rate R, |1Gbps
Altitude Hg, [35793 km
Divergence angle 0c, |10 prad
Transmitted power PtG0 32dBm
LEO Satellites L;,i € {1,2}
Wavelength A 1550 nm
Altitude Hy, |550 km
Divergence angle 0r, |50 prad
Receiving aperture radius ar, |10cm
Transmitted power PtLi 30 dBm
FSO Channel
Sun’s spectral irradiance
from above the atmosphere at 1550 nm & 0.1 W/cm? um
Sun’s spectral irradiance
from above the Earth at 1550 nm Q 10.05kW/m?. ym
Wind speed w 21 m/s
The refractive index structure
parameter at the ground level C2(0) |10~ m~%/3
Visibility (clear weather condition) V|30 km
Users A;, B Eves E;, E; j,l € {1,2,...,N}
Altitude Hy |2m
Receiving aperture radius ay |Scm
Responsivity R, |09 A/W
Effective noise bandwidth Af 10.5GHz
Temperature T 298 K
Load resistor Ry |1k
Amplifier noise figure F, |2

relationship among user pairs is broken.

In Fig. we investigate the impact of the distance between eavesdroppers and users
(dEj ,dg,) on the final-key creation rate of one pair along with the number of user pairs (V).
When eavesdroppers are far away from users, the final-key creation rate of one pair will increase.
The distance between eavesdroppers and users has much influence on the final-key creation rate
of one pair when there are 1 to 4 pairs of users. For example, in the case N = 2, the final-key
creation rate of one pair can increase from about 0.4 kbps to 20 kbps when the distance between
eavesdroppers and users increases from 22 to 32 meters.

Figure illustrates the spatial distribution of the final-key creation rate of one user pair
with different numbers of user pairs when multiple users Bob; are located in Osaka City. From
this figure, we can observe the possible location for multiple users Alice; and the final-key
creation rate at the respective location. The value of final-key creation rates of one user pair also
decreases when the number of user pairs is increased.
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Figure 5.4: Final-key creation rate of one user pair with different numbers of user pairs (V) and
zenith angle between L; and users versus elapsed time from the epoch time, dp;=dp,=25 m,
e=1.

5.5 Conclusions

In this paper, we presented a novel design for a global-scale FSO/QKD network based on
a GEO satellite as the secret key source and LEO satellites as intermediate nodes for multi-
ple wireless users. Network coding combined with the entanglement-based and prepare-and-
measure CV-QKD protocol and DT/DD receivers are employed to reduce the number of trans-
mission phases and increase the security of the proposed system. The system performance was
analyzed in terms of final-key creation rates, and the number of user pairs that the proposed sys-
tem can support, considering the spreading loss, atmospheric attenuation, and turbulence. We
investigated the case study for the Japan QKD network, taking into consideration URA from
eavesdroppers.
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Chapter 6

Summary and Future Research

6.1 Summary

[QKD]is a practical application of quantum mechanics, which exploits the fundamental prin-
ciples of physics to exchange cryptographic keys between legitimate parties. It can guarantee
unconditional communication security because the security of the protocol does not depend on
the complexity of some mathematical problem; thus, the computational power of a possible ad-
versary does not have to be bounded. systems using optical fiber and[FSOJas the quantum
channel has been demonstrated. Due to the limitation in the distance of the terrestrial-based sys-
tem, a viable solution is using satellites that distribute secure keys to ground stations via [FSOJ
links.

Satellite-based can work in two different schemes: scheme and [EB|scheme.
In the former, the satellite acts as a trusted relay node for legitimate parties (Alice and Bob).
The secret keys are distributed from Alice to Bob via the relay node. The disadvantages of this
scheme include complexity and inefficiency, as we need more than one phase to distribute a key
ultimately. In the latter, the satellite acts as the central source and sends two beams of entangled
quantum states to Alice and Bob simultaneously. They then make independent measurements
of received quantum states and define the secret key without the involvement of the satellite.
Neither Alice nor Bob needs to trust the satellite anymore. Compared to the scheme, this
scheme is more efficient and can potentially implement a global-scale QKD network.

Depending on how quantum states are represented, in each scheme, there are two main ap-
proaches to implement QKD systems, including [DV-QKD] and [CV-QKD| The deployment of
is limited by the difficulty in generating entangled photon pairs and the expense of
single-photon detectors. Moreover,[DV-QKD]is incompatible with the standard optical commu-
nication technology. Compared to[DV-QKD] [CV-QKD]is capable of supporting higher key rates
than Recall that can be implemented by modulating both the amplitude
and phase quadratures of a coherent laser and can be subsequently measured in the receivers
using homodyne/heterodyne detectors, which operate faster and more efficiently than single-
photon detectors. are more compatible with standard optical communication technol-
ogy. However, the weakness of is the requirement of a sophisticated phase-stabilized
local light for coherent detection. It leads to a high cost for deploying systems.

Considering the future scenario where QKD would be implemented globally for a wide
range of applications, including mobile users like autonomous vehicles and unmanned aerial
vehicles, it is necessary to find a less complex and low-cost QKD implementation. To do so,
in chapter 3| we consider non-coherent by employing at receivers for the
scheme. Specifically, we present a new design concept for satellite-based by apply-
ing non-coherent detection for the scheme based on the BBM92 protocol. This protocol is
the most popular which is also used in Micius’s satellite-based Sys-

tem. In the system model and analysis, the atmospheric channel between satellites and legitimate
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Figure 6.1: Hierachical quantum network operating in different atmospheric layers ||

users is characterized by considering the geometric spreading loss, atmospheric attenuation, and
atmospheric turbulence-induced fading. The numerical results support the parameter selection
of transmitter and receiver, which allows the proposed system to work effectively. We
also analyze the normalized secret key rate, which is the rate of secure key bits that can be
transmitted over a given bandwidth of a communication channel, to confirm the effectiveness of
our proposed system. We further investigate the feasibility of a case study for the Japan QKD
network using the existing Starlink [CEQ]satellite constellation.

From the beginning of satellite-based [FSOfQKD], [LEQ] satellites have recently attracted
studies and experiments. [CEQ] satellites benefit from the low channel loss; however,
their coverage is limited. The distributing secret keys for two distant ground stations can be
implemented by multiple [LEQ| satellites organized into a constellation. Nevertheless, the key
relaying/routing in the network of satellites would bring new security concerns. While a[GEQ]|
satellite with an altitude of 35,768 km can solve the coverage problem, the system suffers from a
high path loss and limited key rates. Therefore, combining [GEO]and [LEQ]satellites is a promis-
ing solution for the global-scale QKD network. In chapter 4, we present a novel entanglement-
based [FSOQKD]|system that uses LEO] and [GEQ| satellites. Moreover, we focus on designing a
system that can support multiple mobile users, which opens the potential to establish a global-
scale [QKD| network in chapter [5] Based on the design criteria for the proposed system, we
investigate the feasibility of a case study for the Japan QKD network using the existing
satellite and [LEQ] satellite constellation to provide [QKD] service for legitimate users in Japan.
The secret key performance of the proposed system is also given based on the design criteria of
transmitters and receivers. [M-C| simulations are performed to verify analytical results.

6.2 Future Research

We finish this dissertation by briefly discussing some potential areas of future work.

e Firstly, the research on the proposed satellite-based systems can be extended
to remove some simplifications and approximations. Post-processing algorithms for error
estimation, error correction, and privacy amplification need to be standardized and val-
idated. Key generation rates of the system can be improved by finding new approaches
for the classical optical issues of pointing stabilization, overcoming atmospheric losses,
turbulence, and suppressing background noise.

e Secondly, satellite-based [FSOJQKD)] constellation design is an attractive research field.
The constellation design problem can be interpreted as a multiple-objective optimization
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problem [[138]]. A constellation of satellites for design needs to maximize the final
key creation rates, maximize the availability of satellites for each station, and minimize
the cost.

Thirdly, to expand the coverage and increase the mobility of the global-scale air-
borne platforms or high-altitude platforms (HAPs) are ideal mobile nodes that can co-
operate with terrestrial-based and satellite-based to build a global quantum
network as shown in Fig. Similar to the satellite-based diverse flying
vehicles have different characteristics and optimum application scenarios. Off-the-shelf
drones commonly fly below 500 m under normal conditions. The manned/unmanned
aircraft fly in the 5-15 km region while floating vehicles such as HAPs work above 15
km [137]]. These vehicles could serve as temporary relays to solve the last-mile quantum
key exchange for an inner-city or a field network benefiting from their rapid deployment
capabilities. In general, airborne systems present a flexible approach for expanding the
scope of quantum communications in time and space.
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Appendix A

Approximate expressions for (4.13) and
4.14

Approximate expressions for (4.13) and (4.14)) can be derived by using the Gauss-Hermite

: . . In(he)+(o§)?
quadrature. Particularly, by making a change of variable y = ——=27—7—, #@.13) and @.14)
a X

are written in the form ffooo g(y)exp(—»?)dy, where g(y) is a function of the variable y [32].
Then, using the Gauss-Hermite quadrature, this integral is approximated as [[121]]

—00

/ g(y)exp(—y*)dy = > wig(as), (A.1)
=1

where n is the order of approximation, while w; and x; are weight factors and zeros of the
Hermite polynomial, respectively. It is worth noting that the Gauss-Hermite used for (4.13)) and
(#@.14) quickly converges to the exact-form expressions for a finite value of n, i.e., n = 20 terms.
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Appendix B

Proof of the Equation (5.17)

Pj{%‘f"d can be written in the form of set theory as
PEe = P(AB; N (AB1)° N (ABy)“ ... (ABN)“),with i € {1,...,N},  (B.D)

where (AB;)Y, j#i is the complement of (AB;).
Proposition: For every N > 2, the sift probability between Alice and Bob; in the proposed

system is calculated as

Pike—P(AB;) ~ Y P(ABiNAB;)+ Y P(ABiNAB;NABy) +...
1<j<N 1<j<k<N

N
—(=)NP([) ABy). (B.2)
i=1
Proof: We give a proof by induction on V.

Base case: Show that the statement holds for N = 2. It is easy to calculate and verify the
result PYEe*! for N = 2 as

pPite = P(AB; N (AB1)° N (AB»)Y) = P(AB;) — P(AB; N AB,) with i€ {1,2}.
(B.3)

Induction step: Suppose that the equation is true for IV, we show it for N 4 1. We have

piged = P(AB;N(AB)Y N (ABy)°...N (ABy)“
N(ABy+1))
= P(AB;N(AB)°N(ABy)¢...N(ABN)%)
—P(AB; N (AB))° N(AB)° ...N (ABy)“
N(ABN+1))
= 51— So. (B.4)

The first term, which is denoted as S7, has been supposed to be true and has been written as

N
S1=P(AB;) -y P(AB,NAB;)+Y P(AB;NAB;NABy)}.. (-1)"P((AB;).(B.5)
1<j<N 1<j<k<N i=1
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The second term, which is denoted as So, has been developed as follows
So=P(AB; N ABn 1N[(AB1)° N (ABy) ... N (ABN)%))
= P(ABZ N ABN+1)
*P[(ABZ N ABN+1 N ABl)U(ABZ N ABNJrl N ABQ)
...UAB; N ABy11 N ABy)). (B.6)

Applying inclusion-exclusion principle [[135] for the second term of Sy, it is continued to calcu-
late as

SQZP(ABZ‘ N ABN—H) — ZP(ABz NABy+1 N AB])

1<j<N
N+1
+ Y P(AB;NABn 1 NABjNABy) —...— (-1)VT'P(() AB;). (B.7)
1<j<k<N i=1

Combining S; and Ss, the equation for N + 1 user is given as

pitecl_p(AB;) — Y P(ABNAB;)+ Y. P(ABNAB;NAB)...
1<j<N+1 1<j<k<N+1
N N+1
—(—=1)NP(()AB) + (-1)"*'P(() AB)) (B.8)
=1 i=1

The equation for IV + 1 also holds true, establishing the induction step. The equation has
been proved successfully.

Conclusion: Since both the base case and the induction step have been proved as true, by
mathematical induction the equation to calculate ijgf"d holds for every number of N.
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Appendix C

The Mutual Sift Probability between N
User Pairs (In Chapter 3)

In this appendix, the formulas to calculate P(ﬂ;v w—1 A;By) are given. The system parame-

ters are set so that the error probabilities at L; (P, 1,,(0,1) and Py, 1,(0,1)) are small enough
to neglect (e.g., below 1076).

Moreover, two levels of DT at receivers are selected symmetrically over “zero” level. Thus,
the symmetrical conditional probabilities are equal. We also assume that all users Alice; Bob,
are located in adjacent locations in respective cities. The joint probabilities are assumed to be
the same for Alice; and Bob, respectively. These formulas to calculate P(ﬂj\szl A;By) are
listed as follows

Py :PLle (Ov 0) [PLlAj (0’ O) + PLlAj(]" 1)]N[PL2Bz (O’ O) + PLzBl(la 1)]N s
+PL1L2(1> 1)[PL1Aj (O’ 1) + PLlAj(]" O)]N[PL2Bz (07 1) + PLzBl(la O)]N’ (C.1)

N-1
Py=> {Pr,1,(0,0)[Pr, 4,(0,0) + Pr, a, (1, 1)]" [Pr,,(0,0) + Pr,p,(1, )]V ..

=1
XC}'Vfl[PLzBl(Ov 1) + PLsz(lv 0)]Z + PL1L2(17 1)[PL1Aj (07 1) + PLlAj (17 O)]N s

X [PLsz(Ov 1) + PL231<17 O)}Niicji\ffl[PLzBl (07 O) + PL2Bl(17 1)]i7
(C2)

N-1

P3= Z{PL1L2(0a 0)[PL1A]' (0’ 0) + PLlAj(17 1)]N[PL231(0v 1) + PL2Bz(1v O)] s
=1

X [PLQBZ<O7 O) + PLZBZ (17 1)](N_1_i)C§V—1[PL2Bz(07 1) + PL231(1> O)V s
+PL1L2(17 1)[PL1Aj (07 1) + PLlAj(17 0)]N[PLQBZ(O7 0) + PL231(1> 1)] s
XC]iV—l[PLQBz (07 0) + PL2BI(1? 1)]i[PLsz(07 1) + PL2Bz (17 0)]N_1_i7 (C.3)
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N-1
Py= Z{PLle (0’ O)[PLlAj (07 0) + PLlAj(17 1)]N_icji\/—1[PL1Aj (0’ 1) + PLlAj(17 O)]Z R

=1
X [PLQBl (0, 0) + PL2BZ(]‘7 1)]N + PL1L2(17 1)[PL1AJ' (0’ 1) + PLlAj(l’ 0)]N_Z
XCJZQ—I[PL1Aj (O, 0) + PLlAj(17 1)]i[PL2Bl(O’ 1) + PLZBl(l’ 0)]N
(C4
N-1 . i
Py= " {Pr,1,(0.0)[P11a,(0,0) + Pr,a, (1 DIV CR 1 [Pria (0.1) + Prya, (1LO)] ..
=1

x[Pp,5,(0,1) + Pp,p,(1,0)][Pr,5,(0,0) + Pr,z,(1,1)]N "
Py, (1) Prya, (0.1) + Proa, (1,0) ¥ .
X O _1[Pr,.4,(0,0) + Prya; (1 D) [Pry5,(0,0) + Pryg, (1, 1)][Pryg, (0,1) + Pros, (1L 0)1Y

(C.5)
Nil . . .
Ps= Z {PL1L2 (07 0)[PL1Aj (07 0) + PLlAj (17 1)]N72011V71[PL1A3' (07 1) + PLlAj(17 O)]Z R
=1

X [PL2BL(07 0) + PLsz(l’ 1)”PL23z (0 0) + PLsz(l 1)]N7iCJi\771[PLsz(O7 1) + PL231(1> O)]Z R
+PL1L2( )[PLIA (0 1) + PL1A (1 0)]N7iCJi\771[PL1AJ’ (070) + PLlAj(]" 1)]2 R
[PLQBZ(()’ 1) + PLsz(lv 0)]N7iC]i\/71[PLsz (07 O) + PL231(1> 1)]i7

(C.6)
Nil . . .
Pr= Z{PLle (0’ 0)[PL1Aj (07 0) + PLlAj(17 1)]N_ZC}V—1[PL1AJ‘ (0’ 1) + PLlAj(17 O)]Z R
i=1

x[Pr,5,(0,1) + Pp,5,(1,0)][PL,5,(0,0) + Pryp, (1, 1)]N 170

XC 1 [PLyp; (0,1) + Prop (1,0)]" + Pr,, (1, 1)[Pr, a, (0, 1) + Proa, (1,0))V77 .
Ch_1[Pr,4;(0,0) + Pp,a,(1,1)]'[Pr,5,(0,0) + Pr,p,(1,1)] ...
xCh_1[Pry5,(0,0) + Pryp, (1, D)) [Pry,(0,1) + Ppyp, (1,00 :cl |

7

where Pr,, 1, (0, p) is the probability that L;’s received bit o coincides with Ly’s received bit p.
P, 4,(q,r) is the probability that L; transmits bit g and Aliqej receives bit . Pr, g, (s,t) is the
probability that Lo transmits bit s and Bob; receives bit ¢. C'y,_; is the number of combinations
of ¢ users from a set with N — 1 users.

Finally, the mutual sift probability between N user pairs is calculated as

ﬂABl _QZP (C.8)

=1
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Appendix D

Earth-Satellite Geometry

There is a wide variety of geometric problems in connection with communication satellites.
They range from the simple to the extremely complicated. The calculation of link performance
(including the effects of atmospheric attenuation, and the calculation of coverage area) and the
prediction of the satellite visibility passes all required the solution of some geometric problem.
Satellite ground traces and the coverage patterns provided by multiple-satellite constellations
also involve an analysis of the earth-satellite geometry [[143]].

D.1 Orbital Elements and Coordinates Systems

The position in space of a satellite is necessarily determined by four fundamental elements:
the orbital plan orientation in space, orbit orientation in that plane, dimensions and shape of
orbit and the position of the satellite in its orbit as illustrated in Fig.

These elements are defined by the orbital parameters, which are semi-major axis a, eccen-
tricity e, inclination 4, argument of perigee w, right ascension of ascending node (RAAN) (2,
true anomaly v, and mean anomaly M.

In particular, ¢ is the tangle at which the orbit is tilted out of the equatorial plane. 2 is the
angle of rotation around Earth spin axis referenced by convention to the direction of Sun at the
vernal equinox. w describes the position of the perigee point relative to the point on the orbit
which ascends across the equator. v is the angle in the orbit plane between the satellite at an
instant in time and perigee. M is the angle from perigee through which the satellite would have
moved if its motion about Earth had uniform angular velocity.

In a satellite movement around Earth, orbit calculation uses four different Cartesian coordi-
nates:

e Orbital coordinates (O): determine the movement of the satellite in its own orbital plane.
The xp-axis is along the major axis of the orbit. The satellite is following a circle or an
ellipse in the (z,,y,) plane.

o Inertial coordinates (/): the origin is at the center of Earth, the z;-axis is along the axis of
rotation and the z; pointing toward the vernal equinox ~y

¢ Greenwich coordinates (G): these coordinates are fixed to Earth and rotating with x 4-axis
pointing the Greenwich meridian.

e Topocentric coordinates (/): the origin is at the ground station position with (zp,yp)
plane tangent to the terrestrial sphere.
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Figure D.1: The orbital plane coordinates ||

D.2 Orbit Calculation Methodology

The methodology followed in order to calculate the visibility parameters of the satellite is
summarized in the following steps:

1. Express satellite position in the orbital plane
2. Transformation to inertial coordinates

3. Transformation to Greenwich coordinates

4. Transformation to topocentric coordinates

5. Computation of elevation angle and slant range

D.2.1 Satellite Orbital Coordinates

The first step is to determine the position of the satellite. For a given orbit semi-major axis

a, the period of revolution is
2 3
n V H

where ;1 = GM = 398600.5km?>/s? is the gravitational constant of Earth and n = 27 /T is the
mean motion. The mean anomaly at time ¢ is

M = n(t —t.) + Mo, (D.2)

where M is the mean anomaly at the specified initial time (epoch) ¢.. The eccentric anomaly
F is found from Kepler’s equation

M = E — esinF, (D.3)
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where e is the orbit eccentricity and the true anomaly v is finally calculated from E using Gauss’
equation

1 12 g
tanz = te tan—. (D.4)
2 1—e 2

The frequently useful magnitude of the radius vector r is given by

a(l—e?)
= — "7 —g(l-— E). D.5
1+ ecosv o ecosE) D-3)
The coordinates (r,v) specify the position of the satellite in its own orbital plane. My, t. and n
in addition to other parameters are extracted from the satellite ephemeris file published daily by
North American Aerospace Defense Command (NORAD).

Then, the satellite coordinates (z,,Y,,2,) are given by

xo, = rcosv = a(cosE — e) (D.6)
Yo = rsinv =ay1— e2sink (D.7)
zo = 0 (D.8)

D.2.2 Transformation to Inertial Coordinates

Once the satellite orbital coordinates are obtained, the next step is a transformation to iner-
tial coordinates. This transformation is done by means of rotations using inclination %, argument
of perigee w and RAAN () angles. Using the transformation matrix, the satellite inertial coordi-
nates (x;,¥;,2;) are given by

T; coswcos§) — sinwsinflcosi —sinwcos{) — coswsinf2cos?  sin{2sing To

y; | = |coswsin{) + sinwcos{2cost —sinwsin{) 4+ coswcos{lcost —cos{sini | X |y,

Zi sinwsing coswsing Cosi Zo
(D.9)

D.2.3 Transformation to Greenwich Coordinates

To obtain the Greenwich coordinates, the inertial coordinates reference frame is rotated
using the Greenwich Mean Sideral Time (GMST) angle which is the angle between the vernal
equinox and the Greenwich meridian as shown in Fig. [D.2]

The Greenwich coordinates (x4,y4,24) are given by

Tg cosGMST sinGMST 0 T;
Yg | = | —sinGMST cosGMST 0| x |y; (D.10)
Zg 0 0 1 Z

At time t, the GMTS angle is given by
GMTS = GMTSy + wet, (D.11)

where w, is the rate of rotation of Earth and GMT'Sj is the Greenwich mean sideral time at
midnight Universal Time (UT). The value of GM ST} in degrees may be calculated from the
expression

GMTSy = 24110.554841 + 8640184.°812866T + 0.°09310472 — 0.000006210T3, (D.12)

where T is the time elapsed since January 0, 1900, 12" UT measured in Julian centuries of
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Figure D.2: The geometry of the Greenwich meridian [[130]

36525 days of Universal Time. The time 7" is given by

T JD — 2451545  d
N 36525 365425’

(D.13)

where JD is the Julian day number and d is the number of days from the reference date, which
itself is Julian day number 2451545 at noon (d is negative before the year 2000).

D.2.4 Ground Station-Satellite Vector in Greenwich Coordinates

The ground station-satellite vector py coordinates in the Greenwich coordinates (pgz,0gy.0q-)
are obtained by subtracting the terminal coordinates from the satellite coordinates
Pgz = Lg — /g
Pgy = Yg — y;; (D.14)
Pgz = Zg — Z;

The terminal coordinate (m’g,y;,z;) are calculated using the geocentric latitude and longitude
of the station. Earth has an equatorial radius Rg of 6378.137 km and a polar radius Rp of
6356,755 km. We have ¢4, A\ and h are respectively the geographic latitude, the longitude and
the altitude of the station, then the geocentric latitude ¢,4. and the earth radius 7; at the station
position are calculated from the expressions:

¢ge = arctan (?Dtangbg) (D.15)

E
r = h+ Rpltp (D.16)

V/ (REsinggc)? + (Rpcospye)
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Then, the coordinates of the ground station in the Greenwich system are given by

/
T, = T4COSA4COSP g
y; = 748in\gCcoSPye - (D.17)
z; = r¢Singge

D.2.5 Ground Station-Satellite Vector in Topocentric Coordinates

The next step is to transform the ground station-satellite vector to the topocentric coordi-
nates. This is achieved by rotating the Greenwich system using the station geocentric latitude
¢gc and longitude \,. Therefore, the p; vector coordinates are given by the transformation

Pt SinggeCOSA;  SiNQy.COsA;  —COSPye Pyz
Pyl = —sing, COSpg 0 X | Pgy (D.18)
P2 SinggeCOSA;  COSPgesinAg  singge Py

D.2.6 Calculating Elevation Angle and Slant Range between the Satellite and the
Ground Station

The elevation angle I and the slant range d of the satellite are computed using the ground
station-satellite vector coordinates in the topocentric coordinates as follow

d=\/p{, + P, + Pi, (D.19)

El = arcsin (pzlz) (D.20)
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Appendix E

NORAD Two-Line Element Set Format

Data for each satellite consists of three lines in the format as shown in Fig. [E.1]

Line 0 is a twenty-four character name (to be consistent with the name length in the[NORAD]
Satellite Catalog (SATCAT)).

Line 1 and 2 are the two-line orbital element set format which consists of two 69-character
lines of data which can be used to determine the position of the associated satellite. The only
valid characters in a two-line element set are the numbers 0-9, the capital letters A-Z, the period,
the space, and the plus and minus signs.

All other columns are blank or fixed.

An example of two-line element set for a satellite in Starlink constellation is given in Fig.

Tables and [E.2] define each of the individual fields for lines 1 and 2, respectively.

AAAAAAAAAAAAAAAAAAAAAALA
1 NNNNNU NNNNNAAA NNNNN.NNNNNNNN 4. NNNNNNNNG +NNNNN-N +NNNNN-NN NNNNN
2 NNNNN NNN.NNNN NNN.NNNN NNNNNNN NNN.NNNN NNN.NNNN NN NNNNNNNNNNNNNN

Figure E.1: Two-line element set format [|145].
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star]l
1 485
2 485

ink-2166
58C 21041F 21357.16057992 .00002702 00000-0 18107-3 0
58 53.0520 193.8605 0002488 81.6392 166.2671 15.06384617

3574

11

Figure E.2: An example two-line element set for a satellite in Starlink constellation.

Table E.1: Two-Line Element Set Format Definition, Line 1

Field | Column | Description Example
1.1 01 Line Number of Element Data 1
1.2 03-07 | Satellite Number 48558
1.3 08 Classification C
1.4 10-11 | International Designator (Last two digits of launch year) 21
1.5 12-14 | International Designator (Launch number of the year) 041
1.6 15-17 | International Designator (Piece of the launch) F
1.7 19-20 | Epoch Year (Last two digits of year) 21
1.8 21-32 | Epoch (Day of the year and fractional portion of the day) | 357.16057992
1.9 34-43 | First Time Derivative of the Mean Motion .00002702
1.10 45-52 | Second Time Derivative of the Mean Motion (decimal 00000-0
point assumed)
1.11 54-61 | BSTAR drag term (decimal point assumed) 18107-3
1.12 63 Ephemeris type 0
1.13 65-68 | Element number 357
1.14 69 Check sum (Modulo 10) (Letters, blanks, periods, plus 4
signs = 0; minus signs =1)
Table E.2: Two-Line Element Set Format Definition, Line 2
Field | Column | Description Example
2.1 01 Line Number of Element Data 2
2.2 03-07 | Satellite Number 48558
2.3 09-16 | Inclination [Degrees] 53.0520
2.4 18-25 | Right Ascension of the Ascending Node [Degrees] 193.8605
2.5 27-33 | Eccentricity (decimal point assumed) 0002488
2.6 35-42 | Argument of Perigee [Degrees] 81.6392
2.7 44-51 | Mean Anomaly [Degrees] 166.2671
2.8 53-63 | Mean Motion [Revs per day] 15.063894617
2.9 64-68 | Revolution Number at Epoch [Revs] 1
2.10 69 Checksum (Modulo 10) 1
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